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1. Introduction to Amazon EKS and Its Cluster Control Plane 
Architecture

 

(What EKS is, why it exists, how the managed control plane works, what AWS operates vs what the customer 
operates.)

2. Understanding the EKS Control Plane Execution Model and 
Internal Components

 

(Kubernetes API server, etcd, scheduler, controller manager, admission chain, how AWS operationalizes them.)

3. Deep Dive into EKS Worker Node Architecture and Node Lifecycle 
Management

 

(EC2-based nodes, EKS-optimized AMIs, node bootstrap, kubelet registration, node metadata flow.)

4. EKS Fargate Execution Model and Pod-Level Compute Isolation  

(How Fargate runs pods without nodes, pod-level VM isolation, ENIs, runtime differences.)

5. EKS Networking Model: VPC CNI Internals and Pod-ENI 
Management

 

(How the VPC CNI allocates ENIs/IPs, prefix mode, pod density, IP exhaustion.)

6. EKS Service Connectivity Model: ClusterIP, NodePort, 
LoadBalancer, and Ingress

 

(Internal service discovery, kube-proxy, AWS LB controller, service translation to LBs.)

7. EKS Multi-AZ High Availability Model and Cluster Resiliency 
Guarantees

 

(Control plane multi-AZ distribution, API server HA, node AZ topology.)

8. EKS IAM Integration Model: Roles, RBAC, OIDC, and IRSA Deep Dive  

(How IAM authenticator maps IAM → Kubernetes RBAC, service account OIDC, IRSA internals.)
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9. EKS Security Architecture: Pod Security, Network Security, Secrets 
Security, Runtime Security

 

(Security boundaries, security groups, PSP/PSA, network policies, secrets, runtime hardening.)

10. EKS Workload Delivery Model: Deployments, DaemonSets, 
StatefulSets, Jobs, CronJobs

 

(How workloads roll out, reconcile loops, availability guarantees.)

11. EKS Autoscaling Models: HPA, VPA, Cluster Autoscaler, Karpenter  

(Scaling triggers, node group expansion, pod scheduling integration, Karpenter deep dive.)

12. EKS Load Balancing Architecture: L4, L7, ALB/NLB, Ingress, AWS 
Load Balancer Controller

 

(How Kubernetes services convert to AWS load balancers, endpoints, health models.)

13. EKS Storage Architecture: EBS CSI Driver, EFS CSI Driver, 
Ephemeral Storage

 

(Persistent volume lifecycle, static/dynamic provisioning, multi-AZ considerations.)

14. EKS Observability: Logging, Metrics, Tracing, Control Plane 
Monitoring

 

(CloudWatch Container Insights, FluentBit, Prometheus, OpenTelemetry.)

15. EKS Upgrade and Versioning Execution Model  

(Control plane upgrade, node upgrade, breaking changes, blue/green cluster upgrade patterns.)

16. EKS Multi-Cluster and Hybrid Deployment Models  

(AWS Outposts, EKS Anywhere, multi-region clusters, hub-and-spoke management.)

17. EKS Advanced Networking: Service Mesh, App Mesh, and mTLS 
Workflows

 

(Sidecar model, Envoy, traffic shaping, observability with service mesh.)

18. EKS Governance, Policy, and Compliance Execution Model  

(Gatekeeper/OPA, Kyverno, audit layers, compliance frameworks.)
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19. Consolidated Deep Summary of Amazon EKS (Single Unified 
Narrative)

 

(A single long-form consolidated summary of the entire EKS topic.)

20. Common Misconceptions, Pitfalls, Architecture Failures, and How 
to Avoid Them

 

(Misconfigurations, wrong cluster topology, networking mistakes, cost pitfalls, security anti-patterns.)

1. Introduction to Amazon EKS and Its Cluster 
Control Plane Architecture

 

1 — Understanding What Amazon EKS Fundamentally Represents

Amazon Elastic Kubernetes Service (EKS) is AWS’s managed Kubernetes control plane service, where AWS 
operates, maintains, scales, and secures the entire Kubernetes control plane for us while we manage the 
worker-level compute environment and the workloads that run inside the cluster. Kubernetes itself is an 
orchestration system built around declarative desired-state management, meaning that users describe what 
the cluster “should look like,” and then the control plane ensures reality matches that description continuously. 
EKS takes this inherently complex, multi-component, self-hosted control plane and transitions it into a fully 
managed, fault-tolerant, highly available service that AWS runs across multiple Availability Zones. This 
eliminates the operational burden of installing, scaling, securing, monitoring, and upgrading control plane 
components such as the Kubernetes API server, the scheduler, the controller manager, and the etcd database.

–––

The foundation of EKS rests on a clear separation of responsibilities: AWS owns the entire control plane 
lifecycle, including multi-AZ high availability, security patching, version upgrades, certificate rotation, and etcd 
durability; while customers own the worker nodes, workloads, IAM permissions for Kubernetes access, 
networking topology inside their VPC, and all layers above the workload runtime. This separation is what 
makes EKS a “managed Kubernetes,” not simply a Kubernetes distribution running on EC2. It provides us the 
full upstream Kubernetes API with no vendor-specific forks, ensuring compatibility with the entire Kubernetes 
ecosystem.

2 — The Reason EKS Exists and the Problems It Solves

Running a self-managed Kubernetes cluster on EC2 requires us to solve dozens of operational problems—
installation of the control plane binaries, TLS certificate management, etcd clustering, API server HA, controller 
manager availability, scheduler redundancy, logging, metrics collection, scaling workflows, version upgrades, 
security patching, and background reconciliation reliability. Each of these is a non-trivial engineering problem 
on its own, and requires an SRE-level team to operate consistently and safely.

–––
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EKS solves these problems by providing a “push-button” control plane that is built with AWS’s internal 
operational excellence mechanisms. Instead of us configuring certificate authorities or architecting a multi-AZ 
etcd cluster, EKS provisions highly available control plane nodes behind internal load balancers that we cannot 
directly access. AWS handles state replication across Availability Zones, API server health monitoring, backup 
and restore mechanisms for etcd, and scaling logic for control plane components. This turns Kubernetes from 
a heavy operational burden into a “managed plane + customer workloads” model. The reduction in operational 
complexity is significant: SRE tasks that previously required dedicated personnel now become fully AWS-
managed.

3 — Internal Structure of an EKS Cluster and the Customer Boundary Line

When an EKS cluster is created, AWS provisions a fully isolated control plane inside a dedicated, AWS-owned 
VPC. This control plane is not deployed into the customer’s VPC and is completely hidden from direct customer 
access. It includes multiple API server nodes spread across multiple Availability Zones, an etcd quorum 
distributed across zones for durability, and a set of managed controllers that reconcile workloads, networking 
configurations, and cluster objects.

–––

The customer’s VPC houses the worker nodes, pods, ENIs, subnets, and all networking infrastructure. 
Communication between the control plane and the customer VPC occurs through cross-VPC network 
interfaces using AWS PrivateLink. This means that your worker nodes do not directly access the public Internet 
to communicate with the control plane; they instead use a secure, private endpoint. The boundary line is thus 
clean: AWS owns everything that keeps the cluster running, and customers own everything that executes the 
cluster’s workloads.

4 — Lifecycle Behavior of the Control Plane and How It Ensures Cluster Integrity

The control plane is continuously monitored by AWS’s internal health systems, which automatically repair, 
replace, or scale control plane components when required. If a control plane node becomes unhealthy, AWS 
replaces it automatically without customer involvement. If cluster load increases (for example high volume of 
API calls or a large number of controllers reconciling objects), AWS automatically adds more API server capacity 
or shifts load across Availability Zones.

–––

This auto-healing behavior is not available in self-managed Kubernetes deployments unless additional 
automation is manually engineered. Similarly, AWS automatically handles version upgrades of the control 
plane by coordinating rolling updates of internal components. These upgrades maintain API availability and 
ensure version skew rules are respected. The result is a reliable, continuously available control plane where 
customers never interact with the underlying OS, VM, or etcd internals.

5 — How the EKS API Endpoint Works and How Workers Communicate with It

Every EKS cluster exposes a single Kubernetes API endpoint. This endpoint can be private, public, or both. 
When private, it is accessible exclusively within the customer VPC; when public, it is reachable over the Internet 
but still secured via IAM-based authentication, TLS, and security group rules.

–––



The API endpoint internally routes traffic to a fleet of API server nodes. Worker nodes register themselves with 
the API using kubelet, authenticating with bootstrap tokens and IAM roles. The communication path remains 
consistent regardless of node type—whether nodes are EC2-based or Fargate-managed. This uniformity 
ensures that the control plane behavior remains stable even if workload compute changes dynamically.

6 — High-Level Execution Flow From Cluster Creation to Workload Deployment

The lifecycle begins when we create an EKS cluster. AWS provisions the control plane, configures PrivateLink 
connections to the customer VPC, bootstraps Kubernetes components, and exposes the API endpoint. Next, 
we attach worker nodes—either EC2 node groups or Fargate profiles—and register them through the AWS 
authenticator. Once the nodes join the cluster, they become available to schedule pods based on resource 
availability and constraints.

–––

From that moment onward, Kubernetes reconciliation loops continuously ensure that every workload object—
Deployments, ReplicaSets, DaemonSets, StatefulSets—matches its declared desired state. AWS does not run 
these workload controllers; they are standard upstream Kubernetes processes running inside the control 
plane. Thus, EKS gives us both the upstream behavior of native Kubernetes controllers and the operational 
reliability of AWS’s managed infrastructure.

7 — Foundation of All Other Questions: Why Understanding the Control Plane Architecture Is Essential

Almost every EKS concept—networking, IAM, security, service discovery, autoscaling, and workload reliability—
depends on how the control plane interacts with worker nodes and the surrounding AWS infrastructure. The 
control plane governs the entire cluster, and its AWS-managed nature fundamentally affects how we design 
VPC networking, IAM mappings, IRSA permissions, and service connectivity.

–––

Because the control plane is isolated and managed, all customer-native configuration (networking, security 
groups, node IAM roles, CNI behavior, ENI management, storage mounting, load balancer provisioning) must 
integrate into that control plane without direct modification of its components. This is exactly why the 
boundary line between “AWS-managed control plane” vs “customer-managed worker layer” is the core mental 
model of all EKS architecture.

+---------------------------------------------------------------+

|             AWS-Managed EKS Control Plane (AWS VPC)           |

|                                                               |

|   +----------------+    +----------------+    +--------------+|

|   | API Server AZ1 |    | API Server AZ2 |    | API Server  | |

|   |                |    |                |    | AZ3          | |

|   +----------------+    +----------------+    +--------------+ |

|          |                       |                     |       |

|          |                       |                     |       |

|     +-----------+         +-----------+         +-----------+ |

|     | etcd AZ1  |         | etcd AZ2  |         | etcd AZ3  | |

|     +-----------+         +-----------+         +-----------+ |

|                                                               |

+---------------------------------------------------------------+



Explanation of the Diagram

The upper section represents the EKS control plane, fully operated by AWS inside an AWS-owned VPC. It 
contains multiple API server nodes spread across Availability Zones, making the cluster highly available. Right 
beneath those API servers are the etcd nodes—also spread across AZs—ensuring consistent and durable 
storage of Kubernetes cluster state. Customers cannot access these nodes directly.

–––

The lower section represents the customer VPC, which contains the worker layer of the cluster: EC2 or Fargate 
nodes, pod networking (ENIs), and application workloads. Communication between the control plane and 
customer VPC happens through a secure PrivateLink-based interface, ensuring isolation and eliminating 
exposure of internal control plane components.

This separation of responsibilities is the fundamental architectural principle behind Amazon EKS and forms the 
basis for all networking, IAM, security, scaling, and workload execution models that we explore in future 
questions.

2. Understanding the EKS Control Plane 
Execution Model and Internal Components

 

1 — The Core Nature of the EKS Control Plane and Why It Is a Fully Managed, Multi-AZ Distributed 
System

The EKS control plane is a collection of Kubernetes components operated entirely by AWS in a hardened, 
isolated, multi-Availability-Zone environment that the customer never sees or manages. Internally, the control 
plane consists of multiple API server nodes, an etcd quorum distributed across at least three Availability Zones, 
and a suite of upstream Kubernetes controllers responsible for driving the cluster’s reconciliation loops. 
Because Kubernetes itself depends on these reconciliation loops to continuously enforce the cluster’s desired 
state (Deployments, Services, ConfigMaps, Nodes, Pod scheduling decisions), AWS must ensure that these 
components are resilient, fault-tolerant, auto-healing, and continuously available.

–––

                | (PrivateLink secure control plane link)

                |

+---------------------------------------------------------------+

|          Customer VPC (Worker Node / Pod Execution Layer)     |

|                                                               |

|   +-------------------+     +-------------------+              |

|   |  Worker Node 1    |     |  Worker Node 2    |              |

|   |  (EC2 or Fargate) |     |  (EC2 or Fargate) |              |

|   +-------------------+     +-------------------+              |

|            |                           |                       |

|      +-----------+               +-----------+                 |

|      |   Pods    |               |   Pods    |                 |

|      +-----------+               +-----------+                 |

|                                                               |

+---------------------------------------------------------------+
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AWS hosts these components in an AWS-owned VPC, not the customer VPC, to guarantee strict security 
boundaries, consistent performance, and predictable operational behavior. The control plane nodes run on 
lifecycle-managed AWS infrastructure, receiving automated patching, API server tuning, certificate rotation, 
scaling adjustments, and periodic version updates. These internal nodes are never exposed to the customer—
only the Kubernetes API endpoint is exposed. This ensures that customers cannot modify or break the control 
plane components, which dramatically simplifies operational risk and enables the stability guarantees that EKS 
provides.

2 — How the Kubernetes API Server Works Inside EKS and Why It Is the Central Brain of the Cluster

Inside EKS, the API server is deployed as multiple high-availability instances, each running behind an AWS-
managed internal load balancer. Every kubectl or Kubernetes client request hits this endpoint and is 
distributed to one of the API server nodes. The API server performs request validation, authentication via AWS 
IAM authenticator, authorization via Kubernetes RBAC, admission control workflows, and schema validation 
using Kubernetes OpenAPI definitions.

–––

Once the API server receives a valid request—such as creating a Deployment or updating a ConfigMap—it 
writes the desired state to etcd, which acts as the system of record for everything Kubernetes manages. All 
other control plane components, including the scheduler, controller manager, and internal admission plugins, 
communicate exclusively through the API server. The API server therefore becomes the front door of the entire 
cluster, the communication bridge between all components, and the primary enforcement point for all security 
and policy decisions.

This design guarantees that control plane communication is centrally validated, centrally authorized, and 
centrally consistent.

3 — The etcd Cluster in EKS and Its Multi-AZ Durability Model

etcd is the strongly consistent key-value store that stores the entire Kubernetes cluster state. This includes pod 
metadata, node registration information, service definitions, workload configurations, RBAC definitions, secrets 
(encrypted), config maps, CRDs, and all other cluster objects. In EKS, AWS provisions etcd nodes across at least 
three Availability Zones, forming a distributed quorum that can tolerate AZ-level failures.

–––

The durability model of etcd in EKS is one of the critical differentiators between self-managed Kubernetes and 
AWS-managed Kubernetes. Because etcd must commit writes across a majority quorum, AWS ensures strong 
consistency, extremely low write latency, and predictable replication performance across the multi-AZ fabric. 
AWS also performs automated etcd backups, version upgrades, patching, compaction routines, and member 
replacement operations. This ensures the customer never needs to troubleshoot etcd corruption, quorum 
failure, or stale raft entries—issues that commonly destabilize self-managed Kubernetes clusters.

The stability of etcd is foundational to Kubernetes reliability, and AWS’s managed model guarantees that this 
critical component behaves predictably and safely at all times.

4 — Kubernetes Scheduler Behavior Inside the EKS Control Plane



The scheduler inside EKS is a standard upstream Kubernetes scheduler, unmodified by AWS. Its responsibility 
is to evaluate every unscheduled pod and determine which node is the best fit based on resource requests, 
constraints, taints, tolerations, node affinity, topology spread constraints, and scheduling hints from higher-
level controllers.

–––

The scheduler continuously observes cluster state through the API server, reacting to new pod requirements 
or node availability changes. When the scheduler selects a node, it binds the pod to that node by writing this 
decision back into the API server, which is then picked up by kubelet on the chosen node. AWS does not alter 
this logic, meaning all Kubernetes-native scheduling strategies—bin-packing, anti-affinity, topology spread, 
taints/tolerations—work exactly as they do in pure upstream Kubernetes.

This is essential for workload portability and ensures that EKS-based workloads behave exactly the same way 
as workloads deployed in other Kubernetes environments.

5 — Kubernetes Controller Manager and the Reconciliation Logic Inside EKS

The controller manager runs dozens of upstream controllers that continuously compare the cluster’s actual 
state with the desired state stored in etcd. Examples include the ReplicaSet controller, Deployment controller, 
StatefulSet controller, Job controller, Node controller, Service controller, and many others.

–––

Each controller works independently, reading from the API server, computing differences between expected 
and current state, and writing corrective actions. For example, if a Deployment expects 10 replicas but only 7 
pods are running, the Deployment controller automatically creates 3 more pods. If a node fails or becomes 
unreachable, the Node controller marks the node as NotReady and begins pod eviction workflows.

AWS does not modify these controllers; instead, it ensures they operate reliably by providing a healthy, 
scalable control plane environment. All reconciliation remains pure Kubernetes logic, guaranteeing that 
applications behave as expected.

6 — Admission Control Chain and Open Policy Integration in EKS

Every request that hits the Kubernetes API server passes through a series of admission controllers—both built-
in and optionally installed by the user. The admission chain can mutate requests (via mutating webhooks), 
validate them (via validating webhooks), or reject them outright based on organizational policy.

–––

EKS includes the default upstream admission controllers such as NamespaceLifecycle, ResourceQuota, 
LimitRanger, DefaultStorageClass, and many others. Customers can integrate external admission systems such 
as OPA Gatekeeper or Kyverno using webhooks. Because AWS hosts the API server, it ensures that webhook 
execution is high-availability, and timeouts or failures do not destabilize the cluster.

The admission layer is one of the most critical enforcement points for security and governance inside EKS, 
allowing organizations to control pod privilege levels, enforce labeling, apply resource constraints, or validate 
CRDs.

7 — How the EKS Authentication Layer Works: Integration of AWS IAM Authenticator



Authentication inside EKS is performed using IAM roles, IAM users, and AWS’s authenticator component (aws-
iam-authenticator). When a user or workload communicates with the cluster, the API server delegates 
authentication decisions to the AWS IAM authenticator, which validates the identity against IAM.

–––

This allows EKS to use IAM as the single source of identity, while still leveraging Kubernetes RBAC for fine-
grained authorization. This split enables enterprise-grade identity enforcement—IAM determines who you are, 
and RBAC determines what permissions you receive inside the cluster.

The authentication workflow is tightly integrated into the API server bootstrap and is continuously updated by 
AWS as IAM evolves.

8 — How the Control Plane Communicates With Worker Nodes via PrivateLink

A critical architectural detail is that the control plane lives in an AWS-owned VPC, while worker nodes live in the 
customer VPC. AWS connects them using secure, private VPC endpoints powered by PrivateLink. This ensures:

no public routing between nodes and control plane,

no need for worker nodes to use public IPs,

no internet exposure for internal API traffic,

deterministic, low-latency control plane communication.

–––

When kubelet on a worker node registers with the API server, all communication flows through this 
PrivateLink endpoint. This preserves strong isolation: customers never access the control plane nodes, 
yet they communicate seamlessly and securely.

9 — High-Level Execution Flow of the EKS Control Plane From API Request to Cluster Action

+------------------------------------------------------------+

|        EKS Control Plane — Internal Execution Path         |

+------------------------------------------------------------+

|  [1] kubectl / client hits API endpoint                    |

|        |                                                    |

|        v                                                    |

|  [2] API Server performs:                                   |

|      - Authentication (IAM)                                 |

|      - Authorization (RBAC)                                 |

|      - Admission Control                                    |

|        |                                                    |

|        v                                                    |

|  [3] Valid request is written to etcd                      |

|        |                                                    |

|        v                                                    |

|  [4] Scheduler / Controllers read new desired state         |

|        |                                                    |

|        v                                                    |

|  [5] Scheduler binds pod → selects worker node             |

|        |                                                    |



Explanation of the Diagram

The diagram shows the precise control-plane execution workflow for a Kubernetes request inside EKS. Every 
request flows through the API server, where authentication, authorization, and admission validation occur. 
Once approved, the request is persisted into etcd. Following this, the scheduler and controllers read the 
updated desired state and take corrective actions—binding pods, reconciling deployments, managing 
endpoints, or initiating rollouts. Finally, kubelet on the worker node executes the pod creation.

This sequence illustrates how EKS provides a complete upstream Kubernetes control plane, fully managed by 
AWS but functionally identical in behavior to any open-source Kubernetes deployment.

3. Deep Dive into EKS Worker Node 
Architecture and Node Lifecycle Management

 

1 — What an EKS Worker Node Actually Is in the Big Picture

An EKS worker node is simply a compute instance (usually an EC2 instance) that has been prepared to 
participate in an EKS cluster by running the Kubernetes node components and registering itself with the EKS 
control plane. Conceptually, it is the “execution host” where pods actually run; the control plane never runs our 
application containers, it only orchestrates them. The worker node provides CPU, memory, network, and 
storage resources, and exposes them to the Kubernetes scheduler as a schedulable capacity pool.

–––

In EKS we usually talk about two broad worker execution models: EC2-based worker nodes (traditional 
Kubernetes node model) and Fargate-based pods (node-less from the user’s point of view). In this question we 
focus primarily on EC2 worker nodes, because they are the canonical representation of the node architecture 
and lifecycle. Each worker node belongs to some logical group (a managed node group, a self-managed Auto 
Scaling group, or a Karpenter-managed pool), but at runtime the control plane just sees it as a Node  object 

with labels, capacities, and conditions. All higher-level concepts—like node groups, capacity types, scaling 
mechanisms—eventually boil down to creating and destroying these concrete worker nodes.

2 — The Internal Component Stack of an EKS Worker Node

Inside an EKS worker node there is a well-defined layered stack that allows the node to participate in 
Kubernetes and in the underlying AWS networking and IAM ecosystem. At a simplified high level, the stack 
includes: the operating system, the container runtime (Docker/containerd), kubelet , kube-proxy , the CNI 

plugin (VPC CNI), system agents (like CloudWatch logs agent or Fluent Bit, SSM agent), and local storage such as 
attached EBS volumes or ephemeral SSD/NVMe.

–––

|        v                                                    |

|  [6] kubelet on worker node picks up assigned pod          |

|        |                                                    |

|        v                                                    |

|  [7] Container runtime starts containers inside the pod     |

+------------------------------------------------------------+

af://n149


The operating system (Amazon Linux 2, Bottlerocket, or another OS) provides the baseline kernel, file 
systems, process isolation, cgroups, networking stack, and security primitives (iptables/nftables, 
SELinux/AppArmor where applicable). The container runtime is responsible for actually starting, stopping, 
and managing containers on behalf of Kubernetes; Kubernetes talks to the runtime using the CRI (Container 
Runtime Interface), and the runtime talks to the OS kernel using cgroups and namespaces.

–––

On top of this, the kubelet runs as the main node agent. It connects to the EKS control plane, reports node 
status, and ensures that the pods scheduled to this node are actually running as declared. kube-proxy 
handles Kubernetes Service-level traffic routing by programming iptables rules or IPVS rules on the node. 
Finally, the VPC CNI plugin is responsible for attaching ENIs (Elastic Network Interfaces) and IP addresses to 
the node and mapping those IPs to pods. Together, these components transform a raw EC2 instance into a full 
Kubernetes node.

3 — EKS-Optimized AMIs and Why They Exist

AWS provides EKS-optimized AMIs so that we do not have to manually assemble this entire node stack. These 
AMIs come preconfigured with a compatible kernel version, the correct container runtime, the Kubernetes 
node binaries, and the VPC CNI components for a specific EKS Kubernetes version. This dramatically reduces 
friction when creating node groups and ensures version compatibility between kubelet and the control plane.

–––

There are different flavors of EKS-optimized AMIs, such as standard Amazon Linux 2, GPU-optimized variants, 
and Bottlerocket-based images. Each variant is tuned for its primary purpose (general-purpose compute, GPU 
workloads, minimal-OS container host) and is integrated with the EKS node bootstrap scripts. When we launch 
a managed node group, EKS automatically chooses the correct EKS-optimized AMI (unless we override it) and 
injects user data that runs the bootstrap logic. This allows node groups to be created, scaled, and upgraded 
safely without us having to manually tune operation-critical components.

4 — Node Bootstrap Process: From EC2 Launch to Joining the Cluster

When a new worker node is created (e.g., by an Auto Scaling group for a node group), the node goes through a 
bootstrap sequence before the control plane recognizes it as a Kubernetes node. This sequence typically 
includes configuring the node with cluster metadata, starting kubelet with appropriate flags, joining the cluster, 
and registering its capacity and labels.

[EC2 instance launches]

       |

       v

[User Data runs EKS bootstrap.sh]

       |

       v

[Bootstrap config:

  - Cluster name

  - API endpoint

  - CA certificate

  - Node labels/taints]

       |



The user data script (for EKS-optimized AMIs) calls bootstrap.sh  or equivalent, passing in parameters like 

the cluster name and the API server endpoint. This bootstrap script configures kubelet to use the correct 
cluster CA certificate and register the node with the control plane. Authentication happens through the EC2 
instance profile (an IAM role attached to the instance), which allows kubelet (via the AWS IAM authenticator) 
to present valid identity when talking to the EKS API server. Once kubelet successfully registers, the control 
plane creates a Node  object and marks it as Ready when all health checks pass.

5 — VPC CNI and ENI Management at the Node Level

On EKS, networking is deeply integrated with the underlying VPC through the AWS VPC CNI plugin. Each 
worker node has one or more ENIs (Elastic Network Interfaces) attached, and each ENI has a certain number of 
IP addresses assigned from the node’s subnet CIDR. The VPC CNI assigns these IPs to pods, effectively making 
each pod a first-class IP citizen inside the VPC.

The VPC CNI plugin runs as a DaemonSet pod on every node. It uses the node’s IAM role to call EC2 APIs and 
manage ENIs and IP addresses. When new pods need IPs, the CNI assigns an available IP address from one of 
the node’s ENIs to that pod. In “standard” mode each IP typically maps one pod, while in “prefix delegation” 
mode, ENIs carry CIDR prefixes, allowing higher pod density. The node therefore becomes a capacity unit in 
terms of both compute resources and available IP addresses. Running out of ENI slots or IPs on a node can 
be just as limiting as running out of CPU or memory.

       v

[kubelet starts and contacts API server]

       |

       v

[Node object created in cluster]

       |

       v

[Scheduler can now place pods on this node]

+--------------------------+

|        Worker Node       |

|    (EC2 instance)        |

|                          |

|  +--------------------+  |

|  |  Primary ENI       |--+--> Subnet A IPs

|  |  Secondary ENIs    |--+--> Subnet A IPs

|  +--------------------+  |

|           |              |

|    VPC CNI Plugin        |

|           |              |

|   +------------------+   |

|   |  Pods on Node    |   |

|   |  (each gets IP)  |   |

|   +------------------+   |

+--------------------------+



6 — Node Status, Conditions, and How the Control Plane Views a Node

From Kubernetes’ perspective, a worker node is represented by a Node  object that includes capacity, 

allocatable resources, labels, taints, and conditions. Capacity and allocatable indicate how much CPU, 
memory, ephemeral storage, and (optionally) GPU resources the node can provide. Labels and taints allow us 
to control which workloads are scheduled to that node. Conditions such as Ready , MemoryPressure , 
DiskPressure , NetworkUnavailable , or PIDPressure  indicate the node’s health from the control plane’s 

point of view.

–––

The kubelet running on the node periodically sends heartbeats and status reports to the API server. If kubelet 
misses heartbeats for too long, the node is marked NotReady , and controllers will start eviction and 

rescheduling logic for pods on that node. Node conditions are critical in autoscaling and high-availability 
designs: they signal when nodes are unhealthy, overloaded, or misconfigured, and they drive both Kubernetes 
controllers and external components like Cluster Autoscaler or Karpenter to take corrective actions.

7 — Managed Node Groups vs Self-Managed Nodes and Their Control Boundaries

In EKS we can run worker nodes either as managed node groups or self-managed nodes (our own Auto 
Scaling groups or even completely manual instances). A managed node group means EKS orchestrates much 
of the lifecycle: it provisions the EC2 Auto Scaling group, selects appropriate EKS-optimized AMIs, wires up 
security groups, bootstrap scripts, and allows us to perform rolling upgrades from the EKS console or API. 
When we initiate an update, EKS drains and terminates old nodes, brings up new nodes, and automatically 
keeps capacity balanced.

–––

In contrast, self-managed nodes give us full control but also full responsibility. We manage the ASG, bootstrap 
scripts, AMI versions, and upgrade logic. The control plane treats all nodes identically, regardless of whether 
they are managed or self-managed—Kubernetes just sees a Node  object. The difference is operational: 

managed node groups reduce undifferentiated heavy lifting and improve upgrade safety, whereas self-
managed nodes allow highly custom OS images, special drivers, or unusual lifecycle policies that managed 
node groups might not support.

8 — Full Node Lifecycle: Creation, Scaling, Cordon/Drain, Termination, and Replacement

The node lifecycle in EKS is a continuous loop of provisioning, serving, and decommissioning, orchestrated 
jointly by Kubernetes and AWS infrastructure components like Auto Scaling or Karpenter. It is useful to think of 
this lifecycle as a sequence of states:

[1] Provisioning

    - EC2 instance launched by ASG/node group

    - User data executes bootstrap logic

[2] Joining

    - kubelet starts

    - Node registers with API server

    - Node becomes Ready



During scaling out, the Auto Scaling group or Karpenter launches new EC2 instances, which run the bootstrap 
process and join the cluster. During scaling in, before terminating instances, well-behaved systems will cordon 
and drain nodes, allowing pods to move elsewhere. If a node dies unexpectedly (hardware failure or forced 
termination), the node becomes NotReady ; controllers eventually evict pods and reschedule them, and the 
ASG may launch replacements depending on its policies. For upgrades, managed node groups perform rolling 
replacements: new nodes are brought up with the new AMI or kubelet version, workloads drain from old 
nodes, and then old nodes are terminated.

9 — Node-Level Security: IAM Roles, Security Groups, and Runtime Hardening

Each worker node typically has its own IAM instance profile (an IAM role attached to the EC2 instance). This 
role is used by the node-level components (like the VPC CNI or SSM agent) to call AWS APIs. For example, the 
VPC CNI uses this role to create, attach, and manage ENIs, and SSM uses it to connect the node back to AWS 
Systems Manager for remote management. Node IAM roles should follow least privilege; more granular, pod-
level IAM is typically delegated via IRSA (IAM Roles for Service Accounts), which we handle in later questions, 
but the node still needs a baseline role for essential infrastructure operations.

–––

The node is also protected by one or more security groups, which define inbound and outbound traffic rules 
at the instance level. These security groups typically allow communication with the control plane endpoint, 
cluster DNS, node-to-node traffic, and load balancers where necessary. Beyond network security, further 
hardening might include minimizing OS packages (e.g., Bottlerocket), enforcing syscall restrictions, limiting 
root-level access, using SSM Session Manager instead of SSH, and integrating node-level monitoring agents for 
runtime anomaly detection. The worker node thus becomes a security boundary where OS-level, network-
level, and IAM-level protections all meet.

10 — Putting It All Together: End-to-End Worker Node Architecture Diagram

[3] Serving

    - Scheduler assigns pods

    - Node runs workloads

    - Metrics and logs emitted

[4] Cordon/Drain (graceful removal)

    - Node marked unschedulable (cordon)

    - Existing pods evicted/migrated (drain)

[5] Termination

    - EC2 instance terminated by ASG or Karpenter

    - Node object removed or marked NotReady

[6] Replacement / Scaling

    - ASG or Karpenter adds new nodes

    - Cycle repeats

+====================================================================+

|                      EKS Worker Node (EC2)                         |

+====================================================================+



This diagram summarises the full worker node architecture. At the top, kubelet and kube-proxy cooperate 
with the EKS control plane to manage pod scheduling and traffic routing. Beside them, the VPC CNI plugin 
bridges Kubernetes networking with AWS ENI/IP management. Underneath, the container runtime turns pod 
specifications into running containers by leveraging Linux kernel features—cgroups and namespaces—for 
isolation. At the bottom, the OS, ENIs, IAM roles, security groups, and VPC integration tie the worker node 
into the larger AWS ecosystem.

|                            User Space                              |

|                                                                    |

|  +-----------------------+     +-------------------------------+   |

|  |   Kubelet             |<--->|  Kubernetes API Server        |   |

|  |  - Node status        |     |  (EKS Control Plane via       |   |

|  |  - Pod lifecycle      |     |   PrivateLink endpoint)       |   |

|  +-----------------------+     +-------------------------------+   |

|          |                                                           |

|          v                                                           |

|  +-----------------------+     +-------------------------------+   |

|  |   kube-proxy          |     |  VPC CNI Plugin               |   |

|  |  - Service routing    |     |  - ENI/IP mgmt via EC2 API    |   |

|  |  - iptables/IPVS      |     |  - Assign pod IPs            |   |

|  +-----------------------+     +-------------------------------+   |

|          |                              |                          |

|          v                              v                          |

|  +--------------------------------------------------------------+ |

|  |                     Container Runtime                        | |

|  |   (containerd/Docker)                                       | |

|  |   - Start/stop containers                                   | |

|  |   - Manage images                                           | |

|  +--------------------------------------------------------------+ |

|                  |                          |                     |

|                  v                          v                     |

|         +------------------+       +------------------+           |

|         |     Pod A        |       |      Pod B       |           |

|         |  - App containers|       |  - App containers|           |

|         |  - Sidecars      |       |  - Sidecars      |           |

|         +------------------+       +------------------+           |

|                                                                    |

+--------------------------------------------------------------------+

|                        Kernel / OS / Network                        |

|  - Linux kernel                                                     |

|  - cgroups / namespaces                                             |

|  - iptables/nftables                                                |

|  - ENIs attached (primary + secondary)                              |

|                                                                    |

+--------------------------------------------------------------------+

|                          AWS Integration                           |

|  - EC2 Instance Profile (IAM Role)                                 |

|  - Security Groups                                                 |

|  - ENIs & IPs in VPC Subnets                                       |

|  - SSM Agent / CloudWatch Agents (optional)                        |

+====================================================================+



–––

Understanding this end-to-end picture is crucial because nearly every operational concern—networking, 
security, autoscaling, upgrade strategies, cost optimization—ultimately interacts with some part of this worker 
node architecture. When we think about EKS at scale, we are effectively managing fleets of these nodes, each 
following the lifecycle and behavior we have just described, driven by the EKS control plane and AWS 
infrastructure around it.

4. EKS Fargate Execution Model and Pod-Level 
Compute Isolation

 

1 — Why Fargate Exists in the EKS Architecture and What Problem It Solves

Fargate was created to eliminate the operational burden of managing worker nodes entirely. In the traditional 
EKS node model, every EC2-based worker node must be provisioned, patched, scaled, monitored, and 
upgraded. Node groups must have correct AMIs, bootstrap logic, security updates, and scaling rules. Over 
time, this “node management layer” becomes the single largest source of operational overhead in Kubernetes 
clusters.

–––

Fargate removes this overhead by providing a serverless, pod-level compute engine for EKS. Instead of 
launching EC2 nodes, we define a Fargate profile that tells AWS which pods should run on Fargate. When such 
a pod is scheduled, AWS launches an isolated Fargate micro-VM (Firecracker-based) to run that pod. The 
customer never sees the VM, never manages capacity, never patches the OS, and never performs node 
upgrades. This transforms EKS from a node-centric model into a pod-centric model for the workloads assigned 
to Fargate.

2 — The Fargate Execution Environment and Its Underlying Firecracker Micro-VM Architecture

The Fargate compute layer is based on Firecracker, AWS’s lightweight micro-VM technology. Firecracker runs 
thousands of micro-VMs per host, each providing secure isolation at the VM boundary. For EKS pods running 
on Fargate, AWS launches a dedicated Firecracker micro-VM per pod. This is stronger isolation than container-
only isolation on EC2 worker nodes.

–––

The micro-VM includes a minimal kernel, restricted system calls, virtualized devices, and a read-only root 
filesystem. The customer cannot access the VM, cannot SSH into it, and cannot modify the OS. The pod runs 
inside this sealed micro-VM with its own network namespace, its own ENI, and its own isolated cgroup 
hierarchy. Because Fargate owns the entire OS and runtime stack, AWS fully manages runtime security, kernel 
patching, host lifecycle, and capacity distribution across firecracker hosts.

3 — The Scheduling Difference Between EC2 Worker Nodes and Fargate Pods

In EC2-backed worker node scheduling, the Kubernetes scheduler chooses a node with available CPU/memory 
and binds the pod to it. That node’s kubelet then launches the pod.

–––
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In Fargate scheduling, Kubernetes still performs the scheduling step, but there is no node. Instead, Fargate 
registers temporary, abstract “Fargate nodes” that only exist long enough for the pod to bind. These are not 
real nodes with OS kernels; they are capacity abstractions. When the scheduler sees that a pod matches a 
Fargate profile, it assigns the pod to Fargate capacity. Fargate then provisions a micro-VM and returns a 
Fargate-managed kubelet-like interface to the control plane, allowing the pod to appear as if it were running 
on a node, even though no customer-managed node exists.

This makes Fargate transparent to the Kubernetes control plane while being fundamentally different 
underneath.

4 — How Networking Works for Fargate Pods: ENIs, VPC CNI, and the Fargate Data Plane

Every Fargate pod receives its own ENI (Elastic Network Interface), with its own private IP in the customer VPC. 
This is a powerful networking model: the pod becomes a first-class participant in the VPC and can be secured 
using security groups directly. Unlike EC2 nodes where ENIs are attached to the node and shared across pods, 
in Fargate each pod gets a dedicated ENI.

–––

Fargate integrates with the same VPC CNI plugin, but AWS manages the CNI internals instead of running it 
inside the customer pod environment. The result is that the pod receives a VPC IP exactly as if it were running 
on a worker node, but without consuming node-level ENI or IP capacity. This improves pod-level security and 
avoids the pod density constraints of EC2 nodes.

5 — IAM and Security Boundary Model for Fargate Pods

Fargate enforces a stronger isolation boundary than EC2 nodes because each pod runs in its own micro-VM. 
IAM integration works identically via IRSA (IAM Roles for Service Accounts). The pod never inherits an EC2 
instance profile because there is no EC2 instance.

–––

Security groups can be attached at the pod ENI level, enabling extremely granular, pod-based network 
segmentation. The isolation model is therefore:

VM boundary per pod

dedicated network interface per pod

restricted Firecracker kernel

no SSH access

no node-level breakout paths

This model is ideal for multi-tenant and regulated environments.

6 — Full Fargate Execution Flow: From Pod Creation to Micro-VM Launch

[1] User creates a Pod with labels matching a Fargate Profile

       |

       v

[2] Scheduler sees pod → matches Fargate profile

       |



Each pod launch becomes an atomic, isolated compute event. This simplifies security, reduces risk from noisy 
neighbors, and removes the entire category of node maintenance tasks.

7 — Fargate Profile Mechanics and Pod Selection Logic

A Fargate profile defines the mapping rules for which pods should run on Fargate. The profile uses:

namespaces

optional label selectors

optional annotations

When a new pod is created, the scheduler checks for profile matches. If the profile matches, the pod 
goes to Fargate; otherwise, it defaults to EC2 worker nodes.

–––

This allows mixed environments where some workloads run on EC2 nodes (e.g., high-performance 
workloads, GPU tasks, DaemonSets) while others run on Fargate (e.g., admin workloads, system add-
ons, periodic jobs, or multi-tenant workloads).

8 — Limitations and Design Considerations of Fargate

Because Fargate is a pod-level VM abstraction, it intentionally does not support features that depend on node-
level configuration, including:

DaemonSets (there is no node to run them on)

Local persistent storage (no node filesystem)

Privileged containers or host networking

GPU workloads

Kernel modules or custom device drivers

       v

[3] Scheduler binds pod to "Fargate capacity" (virtual node)

       |

       v

[4] Fargate control plane:

       - Allocates compute

       - Launches Firecracker micro-VM

       - Creates runtime sandbox

       - Attaches ENI to micro-VM

       |

       v

[5] Fargate micro-VM starts kubelet-like agent

       |

       v

[6] Pod containers start inside isolated VM

       |

       v

[7] Pod appears to cluster as running on "Fargate node"



These constraints come from the micro-VM security boundary. Workloads requiring deep OS-level 
access must run on EC2 nodes, while stateless or application-focused workloads fit perfectly on Fargate.

9 — Complete Architecture Diagram of EKS Fargate Execution Model

+==========================================================================+

|                          EKS Fargate Architecture                        |

+==========================================================================+

|                         EKS Control Plane (AWS VPC)                      |

|  - API Server                                                             |

|  - Scheduler                                                              |

|  - Controller Manager                                                     |

|  - etcd (state store)                                                     |

+==========================================================================+

                                 |

                                 | (Fargate scheduling decision)

                                 v

+==========================================================================+

|                         AWS Fargate Data Plane                           |

|                                                                          |

|  +--------------------------------------------------------------------+  |

|  |               Firecracker Micro-VM (per Pod)                       |  |

|  |                                                                    |  |

|  |   +------------------------------+                                |  |

|  |   |   Pod Sandbox Runtime        |                                |  |

|  |   |   - Minimal kernel           |                                |  |

|  |   |   - Isolated root FS         |                                |  |

|  |   +------------------------------+                                |  |

|  |            |                                                         |

|  |            v                                                         |

|  |   +------------------------------+                                |  |

|  |   |  Containers for the Pod      |                                |  |

|  |   |  - App containers            |                                |  |

|  |   |  - Sidecars                  |                                |  |

|  |   +------------------------------+                                |  |

|  |                                                                    |  |

|  +--------------------------------------------------------------------+  |

|                                                                          |

|  ENI attached directly to micro-VM → Pod gets its own VPC IP            |

+==========================================================================+

                                 |

                                 | (VPC networking)

                                 v

+==========================================================================+

|                          Customer VPC                                   |

|  - Subnets                                                              |

|  - Routing                                                              |

|  - Security Groups (assigned per pod)                                   |

+==========================================================================+



The diagram shows how Fargate inserts a Firecracker micro-VM between Kubernetes and the VPC, giving every 
pod its own VM boundary and its own ENI. The control plane remains unchanged, but the execution layer 
becomes serverless and deeply isolated.

5. EKS Networking Model: VPC CNI Internals 
and Pod-ENI Management

 

1 — The Core Principle of EKS Networking: Pods Are First-Class Citizens Inside the VPC

In Amazon EKS, the foundational networking principle is that pods receive IP addresses directly from the 
VPC subnet, making them first-class participants in the VPC network rather than overlay-level entities. Unlike 
many Kubernetes platforms that create an overlay network (Calico, Flannel, Weave, etc.) where pods 
communicate using virtualized internal IPs, EKS takes a VPC-native approach through the AWS VPC CNI plugin, 
which integrates Kubernetes pod networking directly with AWS ENIs (Elastic Network Interfaces) and subnet 
CIDR blocks.

–––

This means each pod’s IP is a VPC IP. There is no encapsulation, no VXLAN tunnels, no mesh of overlay routers. 
Routing is delegated entirely to the VPC network fabric. As a result, pod-to-VPC communication is extremely 
fast, non-encapsulated, and fully visible to native AWS networking tools (VPC Flow Logs, NACLs, Security 
Groups). This tight integration also means that infrastructure teams can apply AWS-level security controls 
directly to pod traffic, enabling uniform governance across EC2, Lambda, Fargate, and EKS.

2 — Internal Mechanics of the AWS VPC CNI Plugin on Worker Nodes

The Amazon VPC CNI plugin runs as a DaemonSet on every worker node. Its role is to manage ENIs and 
secondary IP addresses that belong to the node. The plugin uses the node’s IAM role (instance profile) to make 
EC2 API calls to:

Create or attach secondary ENIs

Allocate secondary IPs to ENIs

Release IPs when pods terminate

Update pod sandbox networking to assign correct IPs

–––

Because the CNI directly manipulates VPC ENIs, every pod gets a real VPC IP. That IP is injected into the 
pod’s network namespace via the CNI’s setup routines (using the standard CNI ADD/DEL interface). Each 
pod then communicates using that IP at Layer 3, with no additional forwarding layers.

This makes EKS networking extremely transparent and predictable, but it also introduces finite ENI/IP 
capacity limits per node, since IP allocation is bounded by the EC2 instance type.

3 — ENI/IP Allocation Logic and Pod Density Constraints

Every EC2 instance type supports:

A maximum number of ENIs
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A maximum number of IP addresses per ENI

Together, these limits determine the maximum number of pods the node can support. The VPC CNI 
plugin allocates IPs ahead of time in a “warm pool” so that pod creation is fast. When the warm pool 
becomes empty, the CNI must allocate new IPs by asking EC2 to expand ENI capacity on the node.

–––

This system introduces a resource coupling: pod density is constrained not only by CPU/memory, but 
also by available IP addresses. If a node runs out of IPs before running out of compute capacity, no 
more pods can be scheduled on it. This is why instance types have published “max pod” limits on the 
EKS documentation. It also explains why prefix mode was introduced—to break ENI scaling limitations.

4 — Prefix Delegation Mode: Solving IP Scarcity on Nodes

Traditional ENI mode allocates individual IPs per pod. But in prefix delegation mode, each ENI receives a /28 
prefix (16 IPs) instead of individual secondary IPs. This allows the node to host significantly more pods without 
requiring more ENIs.

–––

Prefix delegation reduces EC2 API calls, speeds up IP allocation, and allows very high pod density per node. 
This is especially important for large clusters, Karpenter-managed fleets, and system-heavy environments 
where nodes may need to run dozens of DaemonSet containers plus application workloads.

Prefix mode essentially eliminates the traditional ENI bottleneck and brings EKS closer to overlay-network-like 
density—but without losing the VPC-native networking property.

5 — Pod-to-Pod, Pod-to-Node, and Pod-to-Control-Plane Traffic Models

Pod-to-Pod traffic inside the cluster flows through the VPC’s native routing system. There is no encapsulation 
or overlay routing. Each pod has a VPC IP, and packets traverse subnet boundaries exactly like EC2-to-EC2 
traffic.

–––

Pod-to-Node traffic follows the same path, since both pods and nodes are VPC IP endpoints. Pod-to-Control-
Plane traffic uses the PrivateLink-based API endpoint path. All control-plane communication uses TLS and 
private routing.

This simplicity makes troubleshooting very easy—traditional AWS network tools (VPC Flow Logs, Reachability 
Analyzer, NACLs, SGs) work seamlessly.

6 — Full VPC CNI IP Allocation and Pod Networking Workflow

[1] Pod creation → scheduler selects a node

       |

       v

[2] Kubelet requests CNI to set up networking

       |

       v

[3] VPC CNI Plugin checks IP warm pool

       |



This workflow emphasizes how ENI/IP orchestration is part of pod creation itself. The CNI becomes a crucial 
dependency: if it cannot allocate an IP, the pod cannot start.

7 — kube-proxy and Service Traffic Management Inside EKS Networking

Even though EKS does not use an overlay network, it still uses Kubernetes Services, which require traffic 
redirection and load balancing. This is handled by kube-proxy, running on each node.

–––

kube-proxy programs iptables or IPVS rules so that Services behave like virtual IPs. For example, a ClusterIP 
service creates a VIP that selects backend pods. NodePort and LoadBalancer services extend this model into 
node-level and external load balancers.

The key point is that kube-proxy’s routing rules operate on VPC-native IPs, so traffic never enters an 
overlay. Everything remains aligned with native VPC networking.

8 — Node-Level and Pod-Level Security Boundaries in the EKS VPC Model

In EC2-based clusters, security groups are attached at the node level. This means all pods running on that 
node inherit the same SG boundary.

But with Fargate, each pod receives its own ENI, and therefore:

a pod-level security group,

pod-specific inbound/outbound rules,

zero reliance on node-level firewalls.

   +---------------------------+

   | Warm IP available?        |

   +---------------------------+

       | Yes                         | No

       |                              |

       v                              v

[4a] Assign IP to pod            [4b] Allocate new IP via EC2 API

                                     - Attach ENI if required

                                     - Add IPs or prefix

                                     - Update warm pool

                                      |

                                      v

                                Assign IP to pod

       |

       v

[5] CNI configures pod network namespace

       - veth pair

       - route rules

       - IP assignment

       |

       v

[6] Pod is now reachable via VPC



–––

For EC2 worker nodes, pod-level network segmentation requires CNI plugins like Calico Network 
Policies. But for Fargate, segmentation is hardware-level (ENI-level), providing very strong isolation.

9 — Complete Multi-Layer EKS Networking Architecture Diagram

This diagram shows:

+========================================================================+

|                            EKS Networking Model                        |

+========================================================================+

|                       EKS Control Plane (AWS VPC)                      |

|   - API Server                                                         |

|   - etcd                                                               |

|   - Scheduler                                                          |

+========================================================================+

                                   |

                                   | PrivateLink API traffic

                                   v

+========================================================================+

|                            Customer VPC                                |

|                                                                        |

|   +------------------+         +------------------+                     |

|   |  Worker Node 1   |         |  Worker Node 2   |                     |

|   |  (EC2)           |         |  (EC2)           |                     |

|   +------------------+         +------------------+                     |

|      |          |                 |          |                          |

|      |          |                 |          |                          |

|  +--------+  +--------+       +--------+  +--------+                    |

|  | ENI-1  |  | ENI-2  |       | ENI-1  |  | ENI-2  |                    |

|  +--------+  +--------+       +--------+  +--------+                    |

|     |           |                 |           |                         |

|     v           v                 v           v                         |

|  +-------------------------------------------------------+              |

|  | VPC CNI Plugin (on each node)                         |              |

|  |  - Attach ENIs via EC2 API                            |              |

|  |  - Allocate IPs / prefixes                            |              |

|  |  - Program pod network namespaces                     |              |

|  +-------------------------------------------------------+              |

|     |                       |                                          |

|     v                       v                                          |

|  +----------+        +----------+                                      |

|  |   Pod A  |        |   Pod B  |     <-- Each pod gets VPC IP         |

|  +----------+        +----------+                                      |

|                                                                        |

+========================================================================+

|                              VPC Subnets                               |

|                        Routing & Security Groups                       |

+========================================================================+



the control plane in its own AWS VPC,

worker nodes in the customer VPC,

ENIs attached to nodes,

the VPC CNI plugin animating pod IP assignment,

pods receiving first-class VPC IPs,

networking occurring entirely in native VPC.

6. EKS Service Connectivity Model: ClusterIP, 
NodePort, LoadBalancer, and Ingress

 

1 — The Core Purpose of Kubernetes Services Inside EKS: Stable Virtual Endpoints for Dynamic Pods

In Kubernetes, pods are ephemeral—they can be recreated, rescheduled, or redistributed across nodes at any 
time. Because their IP addresses can change, applications cannot communicate directly with pod IPs. 
Kubernetes Services exist to provide a stable, virtual communication endpoint that abstracts away pod 
churn. In EKS, these Services operate in a VPC-native environment, meaning the endpoint management uses 
Kubernetes logic on top of the underlying AWS networking fabric.

–––

Every Service type—ClusterIP, NodePort, LoadBalancer, and Ingress—builds on this idea but exposes different 
communication boundaries. ClusterIP exposes stable virtual IPs internally; NodePort exposes node-level ports 
to the VPC or Internet; LoadBalancer provisions AWS L4 or L7 load balancers; and Ingress provides an HTTP 
routing layer. This layered model allows EKS to connect pods to other pods, pods to nodes, external clients to 
applications, and even cross-VPC or cross-cluster traffic.

2 — The Internal Mechanics of ClusterIP Services in EKS

A ClusterIP service is the most basic Kubernetes service type. It creates a virtual IP address inside the cluster 
that load-balances traffic across the service’s backend pods. EKS implements ClusterIP using kube-proxy 
(iptables or IPVS mode). kube-proxy runs on each node and programs system packet routing rules to forward 
traffic for the virtual IP to the actual pod IPs.

–––

Because pod IPs in EKS are VPC IPs, the redirection from ClusterIP → Pod IP still uses native VPC routing once 
the packet is steered to the destination pod. There is no overlay or NAT apart from the Service VIP translation. 
ClusterIP is the foundation for internal service-to-service communication.

3 — NodePort Services: Node-Level Entry Points to EKS Applications

A NodePort service exposes the application on a specific port of every worker node. Instead of directing 
clients to pod IPs, NodePort opens a port (range 30000–32767) on the node network interface and forwards 
traffic to the target pods.

–––

af://n365


This is useful when external systems (outside Kubernetes) talk to node IPs directly, or when building DIY load 
balancing solutions. In EKS, NodePort still relies on kube-proxy to program translation rules. However, 
NodePort has limitations: it uses static ports, performs an extra NAT hop, and cannot auto-scale across nodes. 
It is rarely used in production unless needed as part of an Ingress solution or specialized networking setup.

4 — LoadBalancer Services: How EKS Creates AWS Load Balancers Automatically

The LoadBalancer service is the most commonly used service type in EKS for exposing applications 
externally. When a LoadBalancer service is created, EKS integrates with the AWS Load Balancer Controller (or 
legacy cloud provider integration) to provision an external AWS load balancer.

There are two possible AWS load balancers:

NLB (Network Load Balancer) for L4 TCP/UDP

ALB (Application Load Balancer) via AWS Load Balancer Controller for L7 HTTP/HTTPS

–––

The LoadBalancer controller watches the Kubernetes API and, upon detecting a LoadBalancer service, 
automatically creates the corresponding AWS LB resources, security groups, listeners, target groups, 
and health checks. It also updates Kubernetes service status with the LB DNS name.

This seamless bridging between Kubernetes abstractions and AWS networking infrastructure is one of 
the biggest strengths of running Kubernetes inside AWS.

5 — How the AWS Load Balancer Controller Works Inside EKS

The AWS Load Balancer Controller runs as a Deployment inside the EKS cluster. It watches Service and Ingress 
resources using the Kubernetes API and creates corresponding AWS resources using IAM permissions 
provided through IRSA.

–––

For LoadBalancer services, it:

Creates an NLB (or ALB for certain configurations),

Provisions AWS target groups referencing pod IPs or node IPs,

Configures security groups,

Propagates LB DNS information back to Kubernetes.

This controller acts as the translation layer that converts Kubernetes intent into AWS infrastructure 
reality.

6 — Ingress: L7 Routing, HTTP Path Rules, and Integration With ALB

Ingress objects provide advanced, HTTP/HTTPS-based routing rules such as host-based and path-based 
routing. In EKS, the AWS Load Balancer Controller takes Ingress definitions and provisions an Application 
Load Balancer (ALB) as the routing engine.

–––

ALB can:



Perform path-based routing ( /api/* , /app/* )

Perform host-based routing ( api.example.com , app.example.com )

Terminate HTTPS TLS connections

Forward traffic to pods using pod IPs as targets

This offers a full-featured L7 ingress layer tightly integrated into AWS networking, IAM, WAF, and 
certificate management.

7 — Pod-to-Service and Service-to-Load-Balancer End-to-End Flow

This shows how EKS networking spans multiple layers: Kubernetes VIPs (ClusterIP), node-level routing, AWS-
managed load balancers, and pod-level networking in the VPC.

8 — Service Discovery Using CoreDNS and How Names Are Resolved

Kubernetes DNS inside EKS is powered by CoreDNS, running as a Deployment in kube-system. Every service 
receives a DNS name, typically of the form:

CoreDNS watches the Kubernetes API for Service creations and stores service endpoints. When a pod queries 
the service name, CoreDNS responds with the service’s ClusterIP. kube-proxy then forwards traffic to backend 
pods.

       Pod A (Frontend)

               |

               | 1. DNS resolves Service name to ClusterIP

               v

        +------------------------+

        |   ClusterIP Service    |

        |  (Virtual Service IP)  |

        +------------------------+

               |

               | 2. kube-proxy routes to backend pods

               v

           Pod B, Pod C

               |

               | 3. External access?

               v

     +--------------------------------------+

     |  LoadBalancer Service (NLB/ALB)      |

     |  AWS Load Balancer DNS: app.xyz.com  |

     +--------------------------------------+

               |

               | 4. External clients reach LB

               v

       Traffic reaches backend pods

my-service.my-namespace.svc.cluster.local



This DNS-driven discovery makes service communication decoupled from pod IPs.

9 — Complete Multi-Layer Service Connectivity Architecture Diagram

This architecture clearly shows how Kubernetes-native Services interact with AWS-native load balancing and 
VPC networking to form the complete service connectivity model in EKS.

+===================================================================================+

|                           EKS Service Connectivity Model                          |

+===================================================================================+

|                         EKS Control Plane (AWS VPC)                               |

|     - API Server                                                                   |

|     - Scheduler                                                                    |

|     - etcd                                                                        |

+===================================================================================+

                                     |

                                     | (watch Services + Endpoints)

                                     v

+===================================================================================+

|                         Worker Nodes (Customer VPC)                               |

|                                                                                    |

|   +---------------------+         +---------------------+                           |

|   |  Node 1             |         |  Node 2             |                           |

|   |  kube-proxy         |         |  kube-proxy         |                           |

|   |  Pod A, Pod B       |         |  Pod C, Pod D       |                           |

|   +---------------------+         +---------------------+                           |

|            |                                |                                       |

|            | ClusterIP Service (VIP via kube-proxy rules)                          |

|            +------------+---------------------------------------------+            |

|                         |                                             |            |

|                         v                                             v            |

|                    Backend Pods (Pod B, Pod C, Pod D)                              |

+===================================================================================+

                                     |

                                     |  (AWS Load Balancer Controller)

                                     v

+===================================================================================+

|               AWS L4/L7 Load Balancer (NLB or ALB provisioned by EKS)             |

|       - Target Groups                                                              |

|       - Security Groups                                                            |

|       - Listeners                                                                  |

|       - Health Checks                                                              |

+===================================================================================+

                                     |

                                     | Internet / VPC Clients

                                     v

                         External Traffic Reaches EKS Services
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7. EKS Multi-AZ High Availability Model and 
Cluster Resiliency Guarantees

 

1 — The Fundamental HA Principle in EKS: The Control Plane Is Always Multi-AZ

EKS is architected from the ground up as a multi-Availability-Zone control plane, meaning the control plane 
is never deployed in a single AZ and never exposes single-AZ failure risks to the customer. When we create an 
EKS cluster, AWS automatically provisions multiple API server nodes and multiple etcd nodes across three 
Availability Zones inside an AWS-owned VPC. This configuration ensures that the failure of an entire AZ does 
not bring down the Kubernetes API or compromise cluster state.

–––

The customer has no direct access to the control plane machines, but the architectural guarantee is that every 
essential control plane component—the API servers, the etcd quorum, and the internal controllers—runs 
across multiple AZs with automatic failover, health detection, and replacement. This model eliminates a 
massive amount of operational complexity that self-managed Kubernetes requires (e.g., setting up etcd 
quorum properly, tuning cross-AZ replication, managing API server health checks).

2 — Multi-AZ Distribution of the Kubernetes API Servers

The Kubernetes API server is the central nervous system of the cluster. EKS deploys multiple API server 
instances, each in a different AZ, behind a private AWS Network Load Balancer used exclusively within the 
AWS-owned control plane VPC.

–––

This internal NLB ensures:

the API server endpoint is highly available,

traffic automatically shifts to healthy AZs,

failures are absorbed without customer-visible downtime,

rolling upgrades and patches can occur without interruption.

Because the endpoint is stable, worker nodes in the customer VPC always connect to the same control-
plane endpoint without needing to know about individual API server health or location.

3 — Multi-AZ Distribution of etcd and How Quorum Is Maintained

etcd is the critical state store for Kubernetes. In EKS, etcd is deployed with three or five members across 
three different Availability Zones. etcd requires a majority quorum to function. AWS guarantees:

cross-AZ replication,

low-latency raft communication,

persistence guarantees,

automatic backup and snapshot integrity,

member replacement in case of failures.

–––
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If an AZ fails, etcd still maintains quorum in the remaining AZs, allowing writes and reads to continue 
without cluster degradation. This is one of the most significant resiliency advantages of EKS over self-
managed deployments.

4 — Worker Nodes and Pod Resiliency: Multi-AZ Scheduling and Topology Awareness

The worker nodes—whether managed node groups or Karpenter-managed nodes—are deployed in the 
customer VPC. A well-architected EKS cluster spreads worker nodes across multiple AZs. Kubernetes itself is 
topology-aware, using labels such as:

The scheduler attempts to distribute pods across AZs when possible, especially for Deployments or 
StatefulSets that tolerate multi-AZ placement.

–––

When properly configured, workloads achieve:

fault tolerance if an AZ goes down,

faster recovery when nodes in one AZ fail,

reduced blast radius during planned or unplanned failover.

5 — The Difference Between Control Plane HA and Data Plane HA

A common misunderstanding is that EKS being multi-AZ automatically makes workloads multi-AZ. In reality:

Control plane HA is automatic and AWS-managed (multi-AZ API server + multi-AZ etcd).

Data plane HA (worker nodes + pods) is customer-defined.

If customers deploy worker nodes only in one AZ, pod resilience is limited to that AZ. EKS provides resilient 
orchestration, but pod scheduling and node distribution remain customer choices.

–––

For complete resiliency, workload node groups must be deployed across subnets in multiple AZs, and 
autoscalers must be configured to balance capacity.

6 — How Worker Nodes Communicate With the Multi-AZ Control Plane

Worker nodes communicate with the control plane using PrivateLink, which automatically load balances 
connections across API servers in multiple Availability Zones.

–––

The benefits include:

no single point of failure for control-plane networking,

no public exposure of API servers,

automatic routing away from unhealthy zones,

topology.kubernetes.io/zone



predictable and secure traffic patterns.

The connection is TLS-encrypted and validated using the cluster’s CA certificate.

7 — Failure Scenarios and How EKS Absorbs Them Automatically

EKS automatically handles the following failures without customer intervention:

API server node failure: NLB shifts traffic to healthy nodes.

AZ-level API server failure: traffic shifts to API servers in remaining AZs.

etcd node failure: etcd maintains quorum and replaces the failed member.

Control-plane host OS/kernel failure: AWS restarts or replaces the host.

Control plane upgrade failure: EKS uses rolling update strategies with fallback.

High API server load: AWS automatically scales API server instances.

–––

The customer only observes a consistent API endpoint.

8 — Multi-AZ Pod Scheduling and Pod Disruption Tolerance

Applications achieve multi-AZ resiliency when configured with:

multiple replicas,

topology spread constraints,

PodDisruptionBudgets,

multi-AZ node groups.

Kubernetes automatically spreads replicas to avoid AZ concentration unless explicitly constrained by 
affinity rules. During AZ failures, the Kubernetes scheduler rebalances workloads in remaining AZs while 
the autoscaler (Cluster Autoscaler or Karpenter) provisions additional nodes to compensate.

9 — Full Multi-AZ EKS Architecture Diagram

+=================================================================================+

|                           AWS-Managed EKS Control Plane                          |

|                         (AWS-owned VPC, multi-AZ HA)                             |

+=================================================================================+

|                                                                                 |

|   AZ-1                         AZ-2                         AZ-3                 |

|   +-------------------+        +-------------------+        +-------------------+|

|   | API Server Node 1 |        | API Server Node 2 |        | API Server Node 3 | |

|   +-------------------+        +-------------------+        +-------------------+ |

|             |                          |                           |             |

|   +-------------------+        +-------------------+        +-------------------+|

|   |   etcd Member 1   |        |   etcd Member 2   |        |   etcd Member 3   | |

|   +-------------------+        +-------------------+        +-------------------+ |

|                                                                                 |

+=================================================================================+

                                   |



This architecture highlights the full multi-AZ distribution of both the control plane and the data plane. The 
control plane spans all AZs automatically. The data plane may span all AZs if the customer configures node 
groups correctly. PrivateLink provides the secure connective path binding the two planes.

10 — Why Multi-AZ EKS Clusters Are the Standard for Production

EKS’s multi-AZ control plane offers enterprise-grade guarantees:

resilient API

durable cluster state

automatic horizontal scaling

automated failover

immediate recovery from host failures

Combined with multi-AZ worker node design, this enables continuous uptime during AZ failures, rolling 
upgrades, cluster scaling, and unexpected infrastructure disruptions.

–––

This model is why EKS is used for mission-critical deployments across industries requiring fault 
tolerance, regulatory compliance, zero-downtime upgrades, and high SLAs.

8. EKS IAM Integration Model: Roles, RBAC, 
OIDC, and IRSA Deep Dive

 

1 — The Core Identity Split in EKS: IAM for Authentication, RBAC for Authorization

EKS uses a dual-layer identity model that combines AWS IAM (Identity and Access Management) and 
Kubernetes RBAC (Role-Based Access Control). This split is foundational:

IAM handles authentication — determining who the caller is.

RBAC handles authorization — determining what the caller is allowed to do inside Kubernetes.

                                   | PrivateLink (secure API endpoint)

                                   v

+=================================================================================+

|                            Customer VPC (Data Plane)                            |

+=================================================================================+

|                                                                                 |

|   AZ-1                 AZ-2                 AZ-3                                 |

|                                                                                 |

| +------------------+  +------------------+  +------------------+                 |

| | Worker Node A1   |  | Worker Node B1   |  | Worker Node C1   |                 |

| | +--------------+ |  | +--------------+ |  | +--------------+ |                 |

| | | Pods         | |  | | Pods         | |  | | Pods         | |                 |

| | +--------------+ |  | +--------------+ |  | +--------------+ |                 |

| +------------------+  +------------------+  +------------------+                 |

|                                                                                 |

+=================================================================================+
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The EKS API server delegates authentication to the AWS IAM Authenticator. When a request arrives at the API 
server (from kubectl, nodes, pods, controllers, or CI pipelines), IAM validates the identity using AWS signatures 
or credentials. Only after IAM identifies the caller does Kubernetes RBAC evaluate permissions to allow or deny 
actions like get , list , patch , apply , or delete .

This is fundamentally different from upstream Kubernetes where authentication is usually based on 
certificates or static tokens. EKS integrates IAM at the entry point, allowing enterprise workloads to use AWS-
native identity without issuing custom certs or storing long-lived cluster-level tokens.

2 — aws-iam-authenticator: How IAM Identities Become Kubernetes Subjects

Inside the API server authentication chain, EKS uses aws-iam-authenticator , integrated directly into the 

control plane. This component takes IAM identities (users, roles, instance profiles) and maps them to 
Kubernetes users and groups.

The identity flow works like this:

IAM alone cannot authorize Kubernetes RBAC permissions. Instead, the EKS configuration file aws-auth 
ConfigMap  defines the mapping between IAM principals and Kubernetes groups such as:

system:masters

system:nodes

custom groups like eks-admins , dev-team , qa-team , etc.

This mapping is the bridge between IAM → Kubernetes RBAC.

3 — Node Identity: How Worker Nodes Authenticate to EKS

Every worker node authenticates using its EC2 instance profile (IAM role). During node bootstrap, kubelet 
uses the instance profile to request temporary credentials and presents them to the API server.

The aws-auth  ConfigMap maps that role into the system:nodes  Kubernetes group, granting nodes the 

required permissions to:

register with the cluster

update node status

read pod specs

run workloads

IAM User or IAM Role

       |

       | AWS Signature v4 / STS token

       v

EKS Authenticator

       |

       | mapped to Kubernetes username/groups

       v

Kubernetes RBAC



Without this mapping, the node cannot join the cluster.

This ensures that EKS nodes inherit identity from IAM rather than static certificates.

4 — Pod Identity and the Problem With Instance Profile Inheritance

On EC2 nodes, all pods by default inherit the IAM role of the underlying node. This is bad for security:

Every pod gets the same IAM permissions

Privilege separation is impossible at pod level

Compromise of one pod compromises node-level IAM

Multi-tenant environments become unsafe

To solve this, AWS introduced IRSA (IAM Roles for Service Accounts), which allows pods to assume IAM roles 
without inheriting the node instance profile.

5 — IRSA (IAM Roles for Service Accounts): Pod-Level IAM Identity

IRSA is the most important identity innovation for Kubernetes on AWS. It allows a Kubernetes ServiceAccount 
to assume an IAM role using federated OIDC authentication.

The identity flow becomes:

This gives pod-level IAM, not node-level IAM.

The pod receives a projected OIDC token from the API server. This token is signed by the EKS OIDC provider 
(an OIDC identity service automatically created for each cluster). IAM trusts this provider, validates the token, 
and issues temporary AWS credentials scoped to that service account’s IAM role.

This design provides extremely granular IAM permissions. Each pod can now have least-privilege access 
policies, completely independent from the node it is running on.

6 — The EKS OIDC Provider and How IAM Trust Policy Works

Every EKS cluster has an associated OIDC identity provider URL that hosts public keys used to verify service 
account tokens.

To enable IRSA:

1. You create an IAM OIDC provider in AWS IAM referencing the EKS OIDC endpoint.

2. You create an IAM role with a trust policy that allows service accounts in the cluster to assume it.

3. You annotate a Kubernetes ServiceAccount with the ARN of that IAM role.

IAM only issues credentials if the request has:

a valid OIDC token

the correct audience

Pod → ServiceAccount → OIDC Token → IAM Role → AWS API



the correct service account name

the correct namespace

This creates airtight pod-level IAM boundaries.

7 — IAM + RBAC Interaction Model: The Two-Step Permission Process

Authentication is done via IAM.

Authorization is done via RBAC.

Meaning:

IAM determines identity

RBAC determines permissions inside the API server

IRSA determines permissions to AWS APIs

There are two entirely different permission domains:

A pod may have full Kubernetes API privileges but restricted AWS privileges, or vice versa.

8 — Full EKS Identity and Access Architecture Diagram

[Domain 1] Kubernetes API permissions → RBAC roles, role bindings

[Domain 2] AWS API permissions → IAM roles, IAM policies

+=======================================================================================+

|                                EKS IAM Identity Model                                 |

+=======================================================================================+

             +-----------------------+            +----------------------------------+

             |   Human User / CI/CD |            |    Worker Node (EC2)             |

             |   IAM User / IAM Role|            |    Instance Profile IAM Role     |

             +----------+------------+            +-----------------+----------------+

                        |                                       |

                        | AWS SigV4 / STS Credentials           | Node bootstrap

                        v                                       v

+-------------------------------------------------------------------------------------+

|                                EKS API Server                                       |

|                        (IAM Authenticator + RBAC Engine)                            |

+-------------------------------------------------------------------------------------+

                        |                                       |

                        | Kubernetes Auth (IAM → RBAC)          | Node Identity Mapping

                        v                                       v

             +-------------------------+           +------------------------------+

             |   Kubernetes User/Groups|           |  system:nodes Kubernetes     |

             +-------------------------+           |  group                       |

                                                   +------------------------------+

                                     (Pod Access to AWS APIs)



This diagram shows all identity paths:

human/CI/CD → IAM → RBAC

nodes → IAM instance profile → RBAC

pods → service accounts → OIDC → IAM → AWS services

Together they form the complete identity fabric of EKS.

9 — Why IRSA Is Mandatory for Any Modern Kubernetes Deployment on AWS

Without IRSA:

pods inherit overly privileged node roles

identity boundaries collapse

fine-grained least-privilege access is impossible

multi-tenant workloads become insecure

external auditors reject shared-node IAM models

With IRSA:

every workload can have micro-scoped IAM policies

pod compromise does not expose node IAM

separation of privileges becomes enforceable

security posture improves dramatically

compliance frameworks (PCI, HIPAA, FSI) become easier to meet

IRSA is not optional—it is the modern standard for AWS pod identity.

10 — Summary of the EKS IAM Execution Model

EKS combines IAM, RBAC, OIDC, and IRSA into a layered identity ecosystem:

                                     -------------------------

+-------------------------------------------------------------------------------------+

|                      Pod running with ServiceAccount + IRSA                         |

+-------------------------------------------------------------------------------------+

        |                        |                     |

        | ServiceAccount Token   |                     |

        | (OIDC JWT signed by    |                     |

        |  EKS OIDC provider)    |                     |

        v                        v                     v

+--------------------+    +--------------------+    +-------------------------------+

| OIDC Identity      |    | IAM Role (Trust    |    | AWS Services (S3, DynamoDB,  |

| Provider (EKS)     |--->| Policy validates   |--->| SQS, SNS, ECR, KMS, etc.)     |

| Public Keys         |    | OIDC token + SA    |    | Using temporary credentials   |

+--------------------+    | Conditions          |    | issued via STS               |

                          +--------------------+    +-------------------------------+



IAM authenticates humans, nodes, workloads.

RBAC authorizes Kubernetes API access.

IRSA authorizes AWS API access from pods.

OIDC binds Kubernetes service accounts to IAM roles safely.

aws-auth ConfigMap provides identity mapping.

Instance profiles secure node operations.

This makes EKS one of the most comprehensive identity-integrated Kubernetes platforms on the market.

9. EKS Security Architecture: Pod Security, 
Network Security, Secrets Security, Runtime 
Security

 

1 — The Multi-Layered Security Model of EKS: Why Kubernetes Security Is Never One Thing

EKS security is not a single mechanism or firewall—it is a multi-layered, defense-in-depth architecture that 
spans identity, pods, nodes, networking, secrets, runtime, supply chain, and control-plane boundaries.

–––

Security in EKS must be analyzed across four major planes:

1. Control Plane Security – API server, etcd, IAM integration, admission controls.

2. Node & OS Security – host-level hardening, instance roles, security groups, kernel isolation.

3. Pod-Level Security – PSP/PSA, seccomp, capabilities, AppArmor, runtime isolation.

4. Network Security – ENI-level security, SGs, NACLs, CNI behavior, network policies.

5. Secrets & Data Security – secret storage, encryption, KMS integration.

6. Runtime Security & Threat Detection – syscalls, anomaly detection, process visibility.

This layered model ensures that even if one control is bypassed, the others still protect the environment. EKS’s 
major advantage is that several of these layers integrate directly with AWS-native security services (IAM, KMS, 
SGs, VPC).

2 — Control Plane Security: How AWS Hardens and Protects the Kubernetes API Server

The EKS control plane is isolated inside an AWS-managed VPC. Customers cannot SSH, cannot see hosts, and 
cannot modify the API server binaries. Security is enforced by:

automatic patching of API server vulnerabilities

TLS everywhere

AWS-owned certificate authorities

DDoS protection via AWS Shield

IAM-based authentication (not static tokens)

upstream RBAC enforcing permissions
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managed admission control chain

multi-AZ etcd durability

This eliminates the majority of risks present in self-managed clusters, where admins must patch the API server, 
update control-plane binaries, maintain certificates, and secure etcd manually.

3 — Pod Security: PSA/PSP, SecurityContext, Capabilities, Seccomp, SELinux/AppArmor

Pod-level security enforces how containers behave inside the cluster. Critical pod security primitives include:

Pod Security Standards (PSS/PSA) – baseline, restricted, privileged profiles enforced per namespace.

SecurityContext – defines UID/GID, FSGroup, privilege mode, read-only root FS.

Linux Capabilities – drop ALL capabilities except required minimal set.

seccomp profiles – restrict system calls; Fargate enforces strict seccomp by default.

AppArmor/SELinux – mandatory access control at kernel level.

No privilege escalation – prevents containers from elevating capabilities.

In EC2 worker nodes, pod security depends on the OS and kernel configuration. In Fargate, AWS enforces 
stricter defaults because Firecracker micro-VMs isolate pods at VM boundary.

4 — Node Security: EC2 Hardening, Bottlerocket, and Instance Role Boundary

Nodes represent the largest attack surface in Kubernetes. EKS node security includes:

Security Groups protecting node-level ingress/egress.

IAM instance profile controlling node’s AWS-level permissions.

SSM Agent allowing access via Session Manager (no SSH required).

Least-privilege OS images like Bottlerocket (no package manager, minimal footprint).

Kernel isolation via namespaces, cgroups, seccomp, AppArmor.

Automatic AMI patching when using Managed Node Groups.

Because pods share the kernel with the node (EC2 model), hardening the host is critical. Bottlerocket provides 
a truly minimal OS purpose-built for containers.

5 — Network Security in EKS: Security Groups, NACLs, Network Policies, and CNI Boundaries

EKS networking supports two parallel security models:

A. VPC-Native Security (AWS-Level)  

Security Groups (instance or pod ENI level)

NACLs

VPC routing boundaries

Subnet segmentation

Pod ENI isolation (Fargate)
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B. Kubernetes Network Policies (CNI-Level)  

When using VPC CNI alone, network policies are not enforced.

To enforce Kubernetes NetworkPolicies you must use:

Calico

Cilium

Or AWS VPC CNI + Calico plugin

Network policies let you control pod-to-pod and pod-to-service communication.

AWS-level security controls govern north-south and east-west traffic across the VPC, while NetworkPolicies 
govern east-west pod isolation inside the cluster.

6 — Secrets Security: Kubernetes Secrets + KMS Encryption + External Providers

Kubernetes secrets by default are base64-encoded—not secure. In EKS, we enforce strong secret security 
using:

KMS envelope encryption for etcd – activates true cryptographic protection at rest.

IRSA + AWS Secrets Manager / SSM Parameter Store to store sensitive values outside Kubernetes.

SecretStores + CSI drivers for mounting secrets dynamically.

Granular RBAC to restrict who can read secrets.

This ensures that secrets are encrypted at rest (KMS), in transit (TLS), and enforce least privilege when 
accessed by pods.

7 — Runtime Security: Process Visibility, Syscall Monitoring, and Anomaly Detection

Runtime security detects threats while pods are running, such as:

container escape attempts

abnormal syscalls

suspicious processes

privilege escalation attempts

crypto miner patterns

unexpected file system writes

abnormal network connections

Tools used in EKS for runtime security include:

Falco (syscall-based detection)

Aqua, Twistlock, Sysdig Secure

AWS GuardDuty EKS Runtime Monitoring

Bottlerocket built-in immutability

af://n809


Fargate runtime isolation is inherently strong because each pod runs in a micro-VM, eliminating many node-
level escape vectors.

8 — Traffic Flow & Security Enforcement Across Layers: End-to-End Model

This diagram shows all major security boundaries: control plane, node, pod, network, secrets, runtime.

9 — Why EKS Security Architecture Is Considered Enterprise-Grade

EKS’s security model is one of the strongest in the Kubernetes ecosystem because:

The control plane is fully isolated and AWS-managed.

IAM integrates natively with Kubernetes authentication.

                +------------------------------------------------+

                |             EKS Control Plane (AWS VPC)        |

                |  IAM Auth → RBAC → Admission Controls          |

                +------------------------+-----------------------+

                                         |

                                         | TLS + PrivateLink

                                         v

+============================================================================+

|                        Customer VPC (Data Plane)                           |

+============================================================================+

|  +------------------------+   +------------------------+                    |

|  |   Worker Node (EC2)    |   |   Fargate Pod (VM)     |                    |

|  |  - SGs                 |   |  - Pod-level SG         |                    |

|  |  - IAM Role            |   |  - Strict seccomp        |                    |

|  |  - Container runtime   |   |  - Firecracker VM        |                    |

|  |  - Pod SecurityContext |   |                          |                    |

|  +-----------+------------+   +------------+-------------+                    |

|              |                           |                                   |

|              | ENI-based pod IPs         | Dedicated ENI per pod              |

|              v                           v                                   |

|     +----------------------+    +----------------------+                       |

|     |      Pod A           |    |     Pod B           |                       |

|     |  - App containers    |    |  - App containers    |                       |

|     +----------------------+    +----------------------+                       |

+============================================================================+

Security Enforcement Points:

- IAM authentication (API access)

- RBAC (cluster permissions)

- SGs / NACLs (network)

- NetworkPolicies (pod communication)

- Seccomp/AppArmor (syscalls)

- IRSA/OIDC (AWS API access)

- KMS (secret encryption)

- Falco/GuardDuty (runtime detection)



IRSA provides pod-level AWS permissions.

VPC CNI gives VPC-native isolation without overlays.

Fargate provides micro-VM isolation per pod.

KMS encrypts secrets with envelope encryption.

Admission controls enforce governance and compliance.

AWS GuardDuty offers built-in runtime threat detection.

Bottlerocket hardens node OS with immutability.

These advantages combine to deliver production-grade, regulatory-compliant security out of the box.

10. EKS Workload Delivery Model: 
Deployments, DaemonSets, StatefulSets, Jobs, 
CronJobs

 

1 — How EKS Actually Delivers Workloads: Controllers + Desired State + Scheduler

At the highest level, EKS workload delivery is a continuous loop: we declare desired state in YAML (for example 
a Deployment with 5 replicas), the control plane stores this declaration in etcd, controllers watch that state and 
compare it to what is actually running, and the scheduler chooses specific nodes where pods should run. This 
is pure upstream Kubernetes logic, and EKS provides it unchanged, but on top of AWS-managed control plane 
infrastructure and AWS-integrated data plane (nodes, networking, IAM, storage).

–––

The core idea is that we never “start containers directly”. Instead, we describe a higher-level object such as 
a Deployment, DaemonSet, StatefulSet, Job, or CronJob. Each of these has its own controller in the control 
plane. That controller’s only job is to continually ensure that the actual pods in the cluster match what that 
object says should exist. The EKS scheduler then turns “I need another pod” into “this particular node will run 
that pod,” considering CPU, memory, taints, affinities, and topology. This means EKS workload delivery is both 
declarative and self-healing: once the configuration is applied, the controllers and scheduler keep enforcing it, 
even as nodes scale or fail.

2 — Deployments in EKS: The Default Model for Stateless, Horizontally Scalable Services

A Deployment is the main construct we use for stateless applications such as web backends, API servers, or 
microservices. The Deployment itself does not create pods directly; instead it creates and manages a 
ReplicaSet, and the ReplicaSet manages pods. We specify a pod template and a desired replica count. The 
Deployment controller watches that object and ensures that the correct ReplicaSet exists and that ReplicaSet 
keeps exactly that number of pods running.

–––

When we change the Deployment (for example updating the container image version), the controller creates a 
new ReplicaSet for the new version and starts a rolling update. Pods from the old ReplicaSet are slowly 
terminated, and pods from the new ReplicaSet are created, respecting settings like maxUnavailable  and 
maxSurge . EKS does not modify this behavior; it is upstream Kubernetes logic running in an AWS-managed 
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control plane. The result is that application rollouts become safe, progressive, and reversible—if something 
goes wrong, we can roll back to an earlier ReplicaSet quickly.

–––

In EKS context, Deployments are almost always fronted by a Service (ClusterIP, LoadBalancer, or Ingress-
backed ALB). The Service points to pods via labels, not IPs. As the Deployment creates new pods and deletes 
old ones, labels remain constant, so the Service seamlessly shifts traffic. This gives us a clean separation: 
Deployment manages pod life, Service manages connectivity.

3 — DaemonSets in EKS: One Pod per Node for System and Infrastructure Agents

A DaemonSet ensures that exactly one (or one per matching node) pod is running on each node that matches 
its constraints. Where Deployments scale based on replica count, DaemonSets scale based on nodes. This is 
vital in EKS for “node-local” or “infrastructure” workloads that must run everywhere.

–––

Examples in EKS include the VPC CNI plugin pods, log collectors (such as Fluent Bit or Fluentd), metrics 
exporters (like node-exporter), and security agents. The DaemonSet controller watches the list of nodes in the 
cluster; when a new node joins (for example, because the node group or Karpenter scaled out), the 
DaemonSet immediately schedules a pod on that node. When a node is removed, the DaemonSet’s pod on 
that node disappears too. This gives us automatic coupling between cluster size and infrastructure agents.

–––

Because DaemonSets interact with every node, they often need elevated privileges: hostPath mounts, access 
to /var/log , or access to cgroups and the host network. In EKS, that means we must combine DaemonSets 

with careful security design: restrictive IAM roles (often via IRSA for those agents that call AWS APIs), locked-
down SecurityContexts, and well-scoped security groups. In Fargate mode, there are no true nodes, so classic 
DaemonSet patterns are generally not used there; DaemonSets are primarily an EC2-based node concept.

4 — StatefulSets in EKS: Stable Identity, Stable Network, Stable Storage

A StatefulSet is used when our workload needs each replica to have a stable identity over time. This 
includes things like databases, distributed systems (Cassandra, Kafka, ZooKeeper), or any service that relies on 
persistent disk and hostnames. Where Deployments treat all pods as interchangeable, StatefulSets treat each 
replica as distinct: pod-0 , pod-1 , pod-2 , and so on.

–––

StatefulSets provide three key guarantees. First, they create pods with a predictable naming pattern and index, 
which does not change across restarts ( my-db-0 , my-db-1 ). Second, each replica can receive its own 
persistent volume via a PersistentVolumeClaim template, ensuring that “Replica 0 always uses Disk 0” even if it 
is rescheduled to another node. Third, services can use stable DNS names ( my-db-0.my-db-headless-

service ) so that cluster members can form peer relationships with consistent addresses.

–––



In EKS, StatefulSets are typically combined with AWS storage primitives via CSI drivers: EBS volumes for zonal 
persistent storage or EFS for shared, multi-AZ accessible storage. This is where multi-AZ design interacts 
heavily with Kubernetes semantics: if the StatefulSet uses EBS volumes, we must think about AZ-specific 
placement (an EBS volume lives in a single AZ). A pod that uses such a volume must be scheduled into that AZ, 
so the scheduler and storage controller coordinate. This is all upstream Kubernetes behavior, but backed by 
AWS volume resources.

5 — Jobs and CronJobs: Batch and Scheduled Workloads on EKS

While Deployments, DaemonSets, and StatefulSets describe long-running workloads, Jobs and CronJobs 
describe finite, one-time or repeating tasks. A Job ensures that a specified number of pods run to 
completion successfully. When the pods exit with success, the Job is considered complete. If a pod fails, the Job 
controller can retry by creating a new pod, up to its configured backoff limits. This is perfect for batch 
processing, data transformations, ad-hoc maintenance tasks, or migration scripts.

–––

A CronJob is simply a Job that is scheduled via a cron expression. The CronJob controller ensures that at the 
specified times (for example, “run every hour” or “run at midnight”), it creates a Job object, and that Job then 
creates pods and manages their completion. In EKS we often run CronJobs for periodic ETL tasks, periodic 
cache warming, log housekeeping, or security scans against cluster resources. The pods created by Jobs and 
CronJobs are still subject to the usual EKS constraints—node capacity, IAM via IRSA, network policies, and so 
on. Once they have done their work and exited, only their records remain (until pruned).

6 — How Controllers and Scheduler Work Together in EKS to Deliver Pods

All of these workload types—Deployment, DaemonSet, StatefulSet, Job, CronJob—rely on the same 
fundamental control-plane interaction pattern. The sequence, simplified, looks like this:

[1] You apply YAML (Deployment / DaemonSet / StatefulSet / Job / CronJob)

       |

       v

[2] API Server stores object in etcd as desired state

       |

       v

[3] Corresponding controller sees the new/updated object:

       - Deployment controller

       - DaemonSet controller

       - StatefulSet controller

       - Job / CronJob controller

       |

       v

[4] Controller decides: "I need N pods with these labels"

       - Creates / updates ReplicaSets

       - Creates Pods directly (for DS, Job, etc.)

       |

       v

[5] Scheduler looks for unscheduled Pods

       - Evaluates resource requests, taints/tolerations, affinities, AZ topology

       - Chooses a node (or Fargate capacity) for each pod

       |



In EKS, this entire sequence is executed on top of the AWS-managed control plane and AWS-integrated nodes 
or Fargate, but the logic itself is pure Kubernetes. This is what makes workloads portable while still benefiting 
from AWS primitives.

7 — Workload Delivery Across EC2 and Fargate: Same Abstractions, Different Execution

One major advantage of EKS is that all these workload abstractions—Deployment, DaemonSet, StatefulSet, Job, 
CronJob—are defined at the Kubernetes layer, not at the compute layer. When we decide to run some pods on 
Fargate instead of EC2 nodes, we do not change the Deployment spec; we change the scheduling rules by 
introducing Fargate profiles and perhaps some node selectors or taints.

–––

That said, some resource types interact differently with the underlying execution engines. DaemonSets are 
strongly tied to EC2 nodes, because they require real nodes and often host-level privileges. StatefulSets that 
rely on EBS volumes must consider AZ placement of EC2 nodes; when running on Fargate, we’d typically rely 
on EFS or S3 for state instead of node-local disk. Jobs and CronJobs are very Fargate-friendly for stateless or 
external-state workloads, because we can offload all node management and simply pay for the pod runtime.

–––

This is the key pattern: keep workload spec declarative and generic, then use scheduling and infrastructure 
choices—node groups, Fargate profiles, Karpenter, storage classes—to decide where and how that workload 
actually runs.

8 — Rolling Updates, Rollbacks, and Versioned History of Workloads in EKS

For day-to-day operations, the rollout and rollback behavior is critical. Deployments maintain a history of 
ReplicaSets, each reflecting a previous version of the pod template. When we change the Deployment’s 
specification (like image tag, environment variables, resource limits), the controller triggers a rollout by slowly 
shifting traffic to the new ReplicaSet. We can watch this with tools like kubectl rollout status  and we can 

roll back with kubectl rollout undo .

–––

StatefulSets behave differently: updates often follow ordered, one-by-one semantics to maintain consistency 
in distributed systems (for example, upgrade pod-0  first, verify, then move to pod-1 ). Jobs don’t “roll out” in 
the same sense—they simply execute new pods according to new definition when new Jobs are created. 
CronJobs spawn new Jobs according to schedule, so changes apply to future runs.

       v

[6] kubelet on that node receives pod spec

       - Pulls images

       - Starts containers via container runtime

       - Reports pod status back to API server

       |

       v

[7] Controller re-checks state and continues reconcile loop

       - If a pod dies unexpectedly, controller creates a new one

       - If a node goes away, scheduler re-assigns



–––

In EKS, all of this is connected to autoscaling and node lifecycle. When we perform rolling updates, node 
groups may be scaling, Karpenter might be adding capacity in new AZs, and pods may move across nodes or 
even from EC2 to Fargate in certain designs. Because controllers and the scheduler only care about the 
declarative intent, they keep reconciling until the cluster converges on the new shape.

9 — EKS Workload Delivery Model: Consolidated Diagram

This diagram shows how everything fits together: YAML manifests define workloads; the control plane 
controllers and scheduler turn those manifests into pods; the data plane actually runs those pods on EC2 
nodes or Fargate; and Services/Ingress expose them reliably.

+====================================================================================+

|                          EKS Workload Delivery Overview                            |

+====================================================================================+

|  You (YAML / GitOps / CI/CD)                                                       |

|     - Deployment / DaemonSet / StatefulSet / Job / CronJob                         |

+-----------------------------------------+------------------------------------------+

                                          |

                                          v

+------------------------------------------------------------------------------------+

|                      EKS Control Plane (AWS-Managed)                               |

|  - API Server (stores objects in etcd)                                            |

|  - Controllers:                                                                   |

|      * Deployment controller → ReplicaSets → Pods                                 |

|      * DaemonSet controller → Pods per node                                       |

|      * StatefulSet controller → ordered pods + PVCs                               |

|      * Job / CronJob controllers → run-to-completion pods                         |

|  - Scheduler:                                                                     |

|      * Assigns pods to Nodes or Fargate capacity                                  |

+------------------------------------------------------------------------------------+

                                          |

                                          v

+------------------------------------------------------------------------------------+

|                     EKS Data Plane (Customer VPC + Fargate)                        |

|  - EC2 Worker Nodes:                                                              |

|      * kubelet + container runtime                                               |

|      * DaemonSet pods, Deployment pods, StatefulSet pods                          |

|  - Fargate:                                                                       |

|      * Firecracker micro-VM per pod                                               |

|      * Stateless Deployments, Jobs, CronJobs                                      |

+------------------------------------------------------------------------------------+

                                          |

                                          v

+------------------------------------------------------------------------------------+

|                         Stable Connectivity via Services                           |

|  - ClusterIP / NodePort / LoadBalancer / Ingress                                  |

|  - DNS via CoreDNS → service discovery                                            |

+------------------------------------------------------------------------------------+



10 — Why Understanding the Workload Delivery Model Is Critical for Designing EKS Architectures

Once we understand how Deployments, DaemonSets, StatefulSets, Jobs, and CronJobs actually work in EKS, we 
can deliberately decide where to place each type of workload and how to design for resilience, cost, and 
security. Stateless apps naturally fit Deployments, infrastructure agents belong in DaemonSets on EC2 nodes, 
stateful systems require carefully planned StatefulSets with EBS or EFS, and batch workloads live in Jobs and 
CronJobs—often on Fargate for simplicity.

–––

All higher-level patterns—blue/green and canary deployments, GitOps pipelines, multi-AZ database designs, 
cost-efficient batch processing, and hybrid EC2/Fargate clusters—are combinations and orchestrations of 
these primitives. So this workload delivery model is not just API theory; it is the practical foundation for nearly 
everything we will build on EKS.

11. EKS Autoscaling Models: HPA, VPA, Cluster 
Autoscaler, and Karpenter

 

1 — The Three Layers of Scaling in EKS: Pods, Nodes, and Compute Provisioning

Autoscaling in EKS happens across three distinct but interconnected layers, each governed by different 
controllers and different signals:

Pod-level scaling (Horizontal Pod Autoscaler — HPA, and Vertical Pod Autoscaler — VPA)

Node-level scaling (Cluster Autoscaler or Karpenter)

Compute-capacity provisioning (EC2 Auto Scaling groups or Karpenter capacity provisioning)

These layers must cooperate to achieve true elasticity. For example, HPA may decide that extra pods are 
needed because CPU utilization is high, but if nodes are full, Cluster Autoscaler or Karpenter must provision 
new nodes. Conversely, if nodes become empty as pods scale down, node-scale-down mechanisms terminate 
unused nodes.

EKS does not modify Kubernetes scaling logic—it enhances it by integrating scaling flows with AWS compute, 
networking, and identity.

2 — Horizontal Pod Autoscaler (HPA): Scaling the Number of Replicas Based on Metrics

The Horizontal Pod Autoscaler is the most widely used autoscaling mechanism. It works by observing metrics 
and adjusting replica counts of Deployments, StatefulSets, and ReplicaSets.

HPA reads metrics from sources like:

Kubernetes Metrics Server (core metrics: CPU, memory)

Prometheus Adapter (custom metrics: QPS, queue length, business KPIs)

External metrics (CloudWatch adapter if configured)

When metrics exceed thresholds, HPA increases replicas. When they fall, it reduces them.

HPA decision loop:
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This is purely pod-level scaling. HPA does not create nodes—only pods.

3 — Vertical Pod Autoscaler (VPA): Adjusting CPU/Memory Requests for Pods

The Vertical Pod Autoscaler increases or decreases a pod’s resource requests and limits. While HPA changes 
how many pods run, VPA changes how big each pod is.

This is critical for workloads that experience fluctuating memory or CPU demands but do not scale horizontally 
well.

Typical VPA use cases in EKS:

ML inference workloads

JVM-based applications

Legacy monoliths

Databases or stateful components with predictable but sizable resource profiles

However, VPA kills and restarts pods when updating requests, so HPA+VPA must be coordinated carefully. The 
recommended pattern is:

HPA handles scaling out/in

VPA handles resource tuning

Use VPA in “recommendation-only” mode for safe operations

4 — Cluster Autoscaler (CA): Node Autoscaling for Managed Node Groups

The Cluster Autoscaler adds or removes EC2 worker nodes by watching for pods that cannot be scheduled 
due to insufficient capacity.

Logic flow:

metrics (CPU/Custom/External)

     |

     v

desired replicas = (current load / target load)

     |

     v

update Deployment/ReplicaSet replicas

[1] Unschedulable pods exist?

       |

       v

[2] CA checks node groups for expansion possibility

       |

       v

[3] CA signals ASG to add nodes

       |

       v

[4] New nodes join → pods scheduled



Cluster Autoscaler integrates tightly with:

EKS Managed Node Groups

EC2 Auto Scaling groups

Spot/On-Demand mixed node groups

Launch templates specifying instance sizes

It performs bin-packing evaluation, determining which node group is the most cost- and placement-efficient 
to expand.

Limitations of Cluster Autoscaler:

Scaling speed depends on ASG responsiveness

Does not create diverse instance types automatically

Does not handle complex placement constraints as flexibly as Karpenter

Must enumerate node groups manually

Struggles with large clusters during surge scaling

These limitations inspired the creation of Karpenter.

5 — Karpenter: The Next-Generation, High-Performance Autoscaler for EKS

Karpenter is AWS’s advanced autoscaling engine that replaces the traditional Cluster Autoscaler+ASG model 
with a fast, flexible, capacity-aware provisioning system.

Karpenter differs from CA in several ways:

Works directly with EC2 Fleet / EC2 APIs, not ASGs

Picks the best instance type on the fly

Understands pod-level constraints deeply (taints, affinities, topology)

Scales within seconds, not minutes

Works with Spot, On-Demand, GPU, Graviton, and mixed pools seamlessly

Instead of node groups, Karpenter uses:

Provisioners

NodePools (newer abstraction)

Instance selectors and constraints

Karpenter observes unschedulable pods and immediately allocates appropriately sized nodes—tailored to 
exactly what the pods need.

Key advantages:

Eliminates “bin-packing waste”

       |

       v

[5] If nodes are underutilized, CA drains + terminates them



Supports huge cluster scaling events

Automatically chooses cheapest instance type

Handles topology-aware pod placement

Reclaims underutilized nodes aggressively

This makes Karpenter ideal for:

Highly elastic microservice clusters

ML training/inference bursts

Batch workloads (CronJobs/Jobs)

Large-scale multi-AZ clusters

6 — The Relationship Between HPA, VPA, CA, and Karpenter

Think of autoscaling as a pipeline:

Then the reverse:

All autoscalers work together, but each focuses on a layer:

Application Load ↑

     |

     v

HPA increases pods

     |

     v

Pods become unschedulable (insufficient resources)

     |

     v

Karpenter or Cluster Autoscaler adds nodes

     |

     v

Pods get scheduled on new nodes

Application Load ↓

     |

     v

HPA reduces replicas

     |

     v

Nodes become underutilized

     |

     v

Karpenter/CA drains unnecessary nodes

     |

     v

Nodes are terminated



HPA → pods

VPA → pod resources

CA/Karpenter → nodes

They form a complete scaling ecosystem.

7 — Karpenter’s Intelligent Scheduling Model vs Cluster Autoscaler

Cluster Autoscaler:  

Requires ASGs/node groups

Only expands allowable groups

Limited instance type flexibility

Slow (ASG cooldown timers)

Cannot make optimal instance-level decisions

Karpenter:  

Chooses instance types dynamically

Creates nodes without ASG boundaries

Explores hundreds of instance types in milliseconds

Picks the lowest-cost node that satisfies all constraints

Supports topology spreading automatically

Rapid scale-out and aggressive scale-in

Karpenter unlocks true elasticity in EKS.

8 — Autoscaling Architecture Diagram (Combined HPA, CA/Karpenter, Scheduler)

+======================================================================================+

|                             EKS Autoscaling Architecture                             |

+======================================================================================+

                           +------------------------------+

                           |   Metrics (CPU, QPS, etc.)   |

                           +--------------+---------------+

                                          |

                                          v

                               +--------------------+

                               |    HPA / VPA       |

                               | Pod-level scaling  |

                               +---------+----------+

                                         |

                                         | Unschedulable pods

                                         v

+-------------------+              +------------+               +-------------------+

|   Scheduler       |--------------| CA/Karpenter|--------------|   EC2 Capacity    |
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This shows the full flow: metrics → HPA → scheduler → cluster-level autoscaler → compute provisioning → 
pod execution.

9 — Best Practices for Autoscaling on EKS

To build efficient and cost-effective scaling systems:

Use HPA for microservices and stateless workloads.

Use custom metrics (Prometheus Adapter) for true workload-driven scaling.

Use Karpenter instead of Cluster Autoscaler for dynamic instance provisioning.

Use multiple node pools: spot, on-demand, performance, GPU, storage-optimized.

Use PodDisruptionBudgets to protect workloads during scale-in.

Ensure resource requests/limits are set correctly so autoscalers have accurate signals.

Use VPA in recommendation mode to tune resource consumption.

Spread nodes across multiple AZs for resiliency.

Use taints/tolerations to guide workload placement.

Monitor with CloudWatch Container Insights or Prometheus/Grafana.

Autoscaling is not an afterthought—it defines cost, performance, and reliability.

10 — Why Autoscaling in EKS Is More Advanced Than Most Kubernetes Platforms

EKS gains unique advantages because:

Karpenter integrates directly with EC2 APIs, not generic node groups

Fargate can run pods without nodes

VPC CNI + native ENIs enable IP-aware cluster scaling

IAM + IRSA enable secure scaling of workload identity

EBS, EFS, and local NVMe integrate deeply with the scheduling layer

Multi-AZ control plane ensures stable scaling under load

CloudWatch + Prometheus offer rich autoscaling signals

This combination delivers an autoscaling ecosystem that is powerful, cost-efficient, and deeply extensible.

| Assigns pods to   |              | Node scaler |              |  ASG or EC2 Fleet |

| nodes or Fargate  |              +------------+               +-------------------+

+---------+---------+                        |

          |                                   |

          v                                   v

+-------------------------+        +---------------------------+

|   Worker Nodes (EC2)    |        |       Fargate Pods       |

| - kubelet               |        | - Firecracker VM         |

| - Container runtime     |        | - Pod-level ENI          |

+-------------------------+        +---------------------------+
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12. EKS Load Balancing Architecture: L4, L7, 
ALB/NLB, Ingress, AWS Load Balancer 
Controller

 

1 — The Three Load Balancing Layers in EKS: Kubernetes Services, AWS Load Balancers, and Ingress

Load balancing inside EKS happens at three distinct and complementary layers, each serving a different 
purpose:

Layer 4 (TCP/UDP) load balancing via NodePort + NLB

Layer 7 (HTTP/HTTPS) load balancing via Ingress + ALB

Internal cluster load balancing via ClusterIP + kube-proxy

At the Kubernetes layer, Services define virtual endpoints, while at the AWS layer, NLBs and ALBs handle 
external traffic. The AWS Load Balancer Controller acts as the translation engine that converts Kubernetes 
objects into AWS resources.

Understanding each layer is critical because EKS applications typically combine ClusterIP for internal traffic, 
ALB for HTTP routing, and NLB for low-latency or non-HTTP traffic.

2 — ClusterIP: The Internal, Virtual Load Balancer for Pod Traffic

A ClusterIP Service exposes a virtual IP inside the cluster. kube-proxy programs iptables or IPVS rules so that 
when traffic hits the ClusterIP, it is routed to one of the backend pod IPs.

ClusterIP characteristics:

Internal-only

Used for microservice communication

Virtual IP (VIP) that never changes

Load balances across pods selected by label selectors

Fast, in-VPC routing because pods have native VPC IPs

ClusterIP forms the core internal load-balancing layer in EKS.

3 — NodePort: Exposing Services via Node Interfaces

A NodePort Service exposes a fixed port on every worker node (30000–32767). It is rarely used alone, but it is 
essential for:

Ingress controllers that need node-level entry points

Legacy systems that expect node-based connectivity

Low-level diagnostics and cluster edge testing

A NodePort is simply a stable entry point that forwards traffic to pod backends using kube-proxy rules.

NodePort drawbacks:

High risk of port collisions
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Manual port management

Weak scalability

Limited to L4 behavior unless used with an ALB/NLB

Because of these limitations, NodePort is mostly used internally by load balancers, not directly by 
customers.

4 — LoadBalancer Service: Automatic Creation of AWS NLBs and ALBs

The LoadBalancer Service is the Kubernetes-native way to provision AWS load balancers. When we define:

EKS (via the AWS Load Balancer Controller or legacy cloud provider integration) automatically creates:

a Network Load Balancer (NLB) for L4 traffic

or an Application Load Balancer (ALB) for L7 traffic (when annotations indicate ALB usage)

The load balancer receives traffic from the Internet or VPC, applies routing rules, and forwards it to nodes or 
directly to pod IPs depending on mode.

5 — Network Load Balancer (NLB) Integration With EKS

NLB is ideal for:

high-performance TCP/UDP workloads

gaming servers

message brokers (MQTT)

pure L4 applications

low-latency workloads

EKS ↔ NLB integration supports two target modes:

A. Instance Target Mode

NLB forwards traffic to node EC2 instances on the NodePort. Traffic then flows:

B. IP Target Mode (Pod IP Mode)

NLB forwards directly to pod IPs, bypassing the node-level hop:

IP target mode benefits:

type: LoadBalancer

NLB → Node IP → kube-proxy → Pod

NLB → Pod IP



higher performance

no NodePort dependency

direct pod-level health checks

This works because EKS pods have first-class VPC IPs.

6 — Application Load Balancer (ALB) Integration via Ingress

ALB provides Layer 7 capabilities:

host-based routing

path-based routing

HTTP header inspection

WebSockets support

TLS termination

In EKS, ALBs are created and managed automatically using the AWS Load Balancer Controller. This controller 
watches Ingress objects and builds:

ALB

listeners (HTTP/HTTPS)

target groups (pod IPs)

routes (per path and hostname)

security groups

This gives Kubernetes clusters fully integrated L7 traffic engineering.

7 — AWS Load Balancer Controller: The Brain Behind ALB/NLB Automation

The AWS Load Balancer Controller:

Runs inside the cluster

Uses IRSA to authenticate to AWS

Watches Ingress, Service, and IngressClass objects

Creates/upgrades/deletes AWS ALBs & NLBs

Ensures desired state matches actual AWS state

Configures health checks and firewall rules

It does for load balancers what the Deployment controller does for pods: continuous reconciliation.

8 — End-to-End Flow: ALB (Ingress) → Pod

External Client

       |

       v

+---------------------------+



ALB connects directly to pod IPs, no NodePort required.

9 — End-to-End Flow: NLB (L4) → Pod

The NLB’s ultra-low latency and static IPs make it ideal for non-HTTP workloads.

10 — Complete Multi-Layer Load Balancing Architecture Diagram

|    AWS ALB (L7 LB)        |

|  - HTTPS termination       |

|  - Path/host routing       |

+---------------------------+

       |

       | selects target group

       v

+---------------------------+

| Target Group (Pod IPs)    |

+---------------------------+

       |

       | direct VPC traffic

       v

+---------------------------+

|    Pod (Container)        |

+---------------------------+

Client (TCP/UDP)

       |

       v

+--------------------------+

|   Network Load Balancer  |

+--------------------------+

       |

       | (IP target mode)

       v

+--------------------------+

|        Pod IP            |

+--------------------------+

+====================================================================================+

|                           EKS Load Balancing Model                                  |

+====================================================================================+

                        +-------------------------------------+

                        |      AWS Load Balancer Controller   |

                        |  (Watches Ingress & Services)       |

                        +-------------------+-----------------+

                                            |

                     +----------------------+----------------------------+



This diagram summarizes the full EKS load-balancing ecosystem:

kube-proxy handles internal virtual IP routing

NLB provides L4 high-speed load balancing

ALB provides L7 HTTP routing

AWS Load Balancer Controller mediates between Kubernetes and AWS

13. EKS Storage Architecture: EBS CSI Driver, 
EFS CSI Driver, Ephemeral Storage

 

1 — The Three Storage Models in EKS: Ephemeral, Block, and Shared Filesystem

EKS supports three fundamental storage types, each serving dramatically different workload characteristics:

1. Ephemeral Storage (node-local SSD/NVMe or instance store)

Exists only as long as the pod remains on that node

Used for caches, temporary files, scratch space, short-lived workloads

2. Block Storage via Amazon EBS

Persistent, durable block volumes

Bound to a single Availability Zone

Ideal for StatefulSets requiring stable disks (databases, queues, logs)

3. Shared Network File Storage via Amazon EFS

POSIX-compliant, NFS-based shared filesystem

                     |                                                   |

                     v                                                   v

        +----------------------------+                     +---------------------------+

        |   ALB (L7 HTTP/HTTPS)     |                     |   NLB (L4 TCP/UDP)       |

        | - Path/host routing        |                     | - High-performance LB     |

        | - TLS termination          |                     | - Static IPs              |

        +-------------+--------------+                     +-------------+-------------+

                      |                                                |

                      |                                                |

                      v                                                v

       +-----------------------------+                  +------------------------------+

       |    Target Groups (Pod IPs)  |                  |   Target Groups (Pod IPs)    |

       +-----------------------------+                  +------------------------------+

                      |                                                |

                      |                                                |

                      v                                                v

+--------------------------------------------------------------------------------------+

|                        Worker Nodes / Fargate Pods (VPC IPs)                         |

|                   - ClusterIP Services (kube-proxy load balancing)                   |

|                   - Internal service-to-service traffic                               |

+--------------------------------------------------------------------------------------+
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Multi-AZ accessible

Ideal for web apps, ML workloads, CI systems, content management

Each of these maps into Kubernetes using CSI (Container Storage Interface) drivers, and each interacts with the 
pod scheduler differently. Understanding this storage model is essential for designing workload placement, 
scaling, and resilience.

2 — How Kubernetes Storage Works Internally in EKS: PVs, PVCs, and CSI Drivers

Kubernetes abstracts storage using:

PersistentVolume (PV) → actual storage resource

PersistentVolumeClaim (PVC) → pod’s request for storage

StorageClass → defines how provisioning occurs

When a pod includes a PVC, Kubernetes matches the PVC to a PV, or dynamically creates a PV via a CSI driver.

In EKS:

EBS CSI Driver provisions EBS volumes per PVC

EFS CSI Driver provisions EFS access points per PVC

Local ephemeral storage is directly provided by the node

The CSI drivers communicate with AWS APIs to create/delete/attach/detach storage resources.

3 — The EBS CSI Driver: Persistent Block Storage for Stateful Pods

EBS is zonal, high-performance block storage ideal for databases, indexes, logs, and any workload requiring 
durable single-writer semantics.

How the EBS CSI driver works:

1. PVC is created referencing StorageClass “gp3”, “gp2”, “io2”, etc.

2. EBS CSI driver receives the request.

3. It calls AWS EC2 APIs to:

create a new EBS volume

attach the volume to the node running the pod

4. kubelet mounts the filesystem into the pod.

EBS delivers SSD-level performance with configurable IOPS & throughput.

Zonal constraint:

An EBS volume lives in one AZ.

Therefore:

A pod using an EBS-backed PVC must run in the same AZ as the volume.

This influences StatefulSet scheduling significantly.



4 — Binding Between EBS Volumes and Pods: Zonal Scheduling Behavior

Because EBS volumes are AZ-bound, Kubernetes enforces topology-aware scheduling:

When a pod requests a PVC provisioned in us-east-1a , the pod must run on a node in us-east-1a .

Kubernetes ensures this using AllowedTopologies  or automatic topology awareness in storage classes.

This creates stable state semantics but also restricts failover across AZs unless:

Using EFS instead

Architecting multi-AZ StatefulSets manually

Using replication-layer technologies (RDS, MSK, etc.)

5 — The EFS CSI Driver: Multi-AZ Shared Storage for Distributed Workloads

Amazon EFS is a fully managed, elastic NFS filesystem accessible across multiple AZs. It is ideal for workloads 
that require:

shared access across many pods

persistent storage accessible across AZs

read-write-many (RWX) semantics

Examples:

ML pipelines

Shared application content

CI/CD caches

CMS systems

Application uploads or user-generated content

Multi-pod shared configuration directories

How EFS CSI works:

1. A PVC requests storage from an EFS-backed StorageClass.

2. EFS CSI driver creates an access point on EFS.

3. During pod startup, CSI driver mounts the EFS filesystem into the pod via NFS.

EFS’s biggest advantage: truly multi-AZ persistent storage.

6 — Ephemeral Storage: Node-Local SSD/NVMe and Container Filesystems

Every pod has access to ephemeral storage via:

container root filesystem

emptyDir  volumes

node instance store (if available)

ephemeral NVMe SSDs

/tmp  and other temporary directories



This storage disappears when:

the pod restarts

the pod moves to another node

the node is terminated

Ephemeral storage is fast but transient.

It is ideal for:

caches

intermediate results

build artifacts

short-lived analysis workloads

large temporary buffers

But MUST NOT be used for persistent data.

7 — EBS vs EFS: When to Use Which?

Choose EBS (block storage) when:  

workload requires high IOPS/low latency

single-writer semantics

stateful database workloads (MongoDB, Cassandra node volumes, Kafka logs)

stable identity per pod via StatefulSet

Choose EFS (shared filesystem) when:  

multiple pods need shared access (read/write-many)

multi-AZ access is required

simpler application-level file semantics

you need elasticity without provisioning disks

Choose Ephemeral storage when:  

data is temporary

performance demands are high but persistence is not required

8 — Storage Lifecycle Workflow: From PVC to Mounted Volume

[1] Pod requests a PVC

       |

       v

[2] PVC binds to StorageClass

       |

       v
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This entire flow is automated by CSI drivers and the Kubernetes controller framework.

9 — Complete Multi-Layer EKS Storage Architecture Diagram

[3] CSI driver provisions storage:

     - EBS: Create volume (AZ-bound)

     - EFS: Create access point

     - Ephemeral: Use node-local storage

       |

       v

[4] Volume attached/mounted:

     - EBS → attached to worker node

     - EFS → mounted via NFS

       |

       v

[5] kubelet mounts volume into pod filesystem

       |

       v

[6] Pod starts with storage mounted

+=======================================================================================+

|                               EKS Storage Architecture                                |

+=======================================================================================+

                             EKS Control Plane (AWS VPC)

                      - API Server        - etcd        - Controller Manager

+---------------------------------------------------------------------------------------+

                                       |

                                       | PVC / PV operations

                                       v

+=======================================================================================+

|                                Data Plane (Customer VPC)                              |

+=======================================================================================+

+-------------------------------+          +-------------------------------+

|     Worker Node (EC2)         |          |        Fargate Pod            |

|  - kubelet                    |          |  - Firecracker VM             |

|  - CSI Node Plugin            |          |  - EFS only (no EBS)          |

+---------------+---------------+          +-------------------------------+

                |                                        |

                v                                        v

+-------------------------------+          +-------------------------------+

|        EBS CSI Driver         |          |        EFS CSI Driver         |

|  - Create EBS volumes         |          |  - Create EFS Access Points   |

|  - Attach volumes             |          |  - Mount NFS                  |

+-------------------------------+          +-------------------------------+

                |                                        |

                v                                        v

+-----------------------+      +-----------------------+       +-----------------------+



This diagram shows how the control plane orchestrates PVC/PV operations while CSI drivers create and 
manage actual AWS storage resources.

10 — Why EKS Storage Architecture Must Be Understood Before Designing Stateful Workloads

Choosing the correct storage backend determines:

whether pods can survive node failures

whether data can cross AZ boundaries

how StatefulSets behave during rescheduling

how performance scales (IOPS, throughput, latency)

how costs accumulate

whether workloads can scale horizontally

For example:

A single-AZ EBS volume limits failover but provides maximum performance.

EFS provides multi-AZ reliability but higher latency.

Ephemeral storage delivers speed but zero persistence.

Understanding these trade-offs is crucial for designing reliable, cost-efficient EKS architectures.

14. EKS Observability: Logging, Metrics, 
Tracing, Control Plane Monitoring

 

1 — Why Observability in EKS Is Fundamentally Multi-Layered

In a Kubernetes environment, observability is not a single tool or dashboard—it is a multi-layered ecosystem 
because EKS runs distributed workloads across multiple nodes, pods, AWS infrastructure layers, and a fully 
managed control plane.

Observability breaks down into:

Metrics (resource utilization, performance, cluster health)

Logs (application logs, node logs, container logs, control-plane logs)

Tracing (end-to-end request flow across microservices)

Event streams (Kubernetes events, autoscaling decisions, etc.)

Because EKS operates across both the Kubernetes control plane and AWS infrastructure, observability must 
integrate tools from both worlds: Kubernetes-native (Prometheus, Fluent Bit), and AWS-native (CloudWatch, X-
Ray, CloudTrail).

| Amazon EBS Volume     |      | Amazon EFS Filesystem |       | Ephemeral Storage      |

| - Zonal block store   |      | - Multi-AZ NFS        |       | - Node-local SSD/NVMe  |

| - One pod at a time   |      | - RWX shared access   |       | - emptyDir, tmpfs      |

+-----------------------+      +-----------------------+       +-----------------------+

af://n1546


2 — Metrics Collection in EKS: Metrics Server, Prometheus, CloudWatch Container Insights

A. Metrics Server (Kubernetes Built-in Minimal Metrics)  

Metrics Server provides resource usage metrics (CPU/memory) at the pod and node level.

It powers:

HPA (Horizontal Pod Autoscaler)

Basic cluster dashboards

Metrics Server does not store data—only exposes recent metrics.

B. Prometheus (De-facto Standard for Kubernetes Metrics)  

Prometheus collects:

application metrics ( /metrics  endpoints)

container metrics

node metrics

control plane metrics (when scraped through special endpoints)

custom business metrics

Prometheus is deployed in EKS using:

Prometheus Operator

kube-prometheus-stack

Amazon Managed Prometheus (AMP)

AMP is AWS’s managed Prometheus-compatible backend—PromQL queries work the same, but AWS handles 
scaling and retention.

C. CloudWatch Container Insights  

Container Insights integrates AWS-level observability with Kubernetes:

Node CPU/memory/disk/network

Pod CPU/memory

Container stats

Control-plane logs

Performance anomalies

The CloudWatch agent or Fluent Bit pushes logs & metrics to CloudWatch, where we get dashboards 
automatically.

3 — Logging Architecture in EKS: Fluent Bit, CloudWatch Logs, OpenSearch, S3
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Logs in EKS come from:

containers ( stdout , stderr )

kubelet logs

kube-proxy logs

system logs ( /var/log/messages , etc.)

application logs written to files (via sidecars or DaemonSets)

A. Fluent Bit (Recommended Agent)  

Fluent Bit is deployed as a DaemonSet. It:

1. Reads logs from /var/log/containers/*

2. Enriches logs with Kubernetes metadata

3. Sends logs to:

CloudWatch Logs

S3

OpenSearch

Splunk

Elastic

Kafka

Any Fluent-supported destination

Fluent Bit is lightweight and integrates best with AWS services.

B. CloudWatch Logs  

Used for:

application logs

cluster component logs

audit logs

Fargate pod logs (sent automatically via FireLens)

CloudWatch log groups can organize logs per namespace/pod/container.

C. OpenSearch & Elastic Stack  

For search/analytics use cases (log indexing, correlation dashboards), organizations often ship logs to:

Amazon OpenSearch Service

Elastic Cloud

This is common when logs must support:

full-text search
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advanced dashboards

Kibana/OpenSearch Dashboard queries

SOC/SIEM integrations

4 — Tracing in EKS: AWS X-Ray, OpenTelemetry, Jaeger

Distributed tracing exposes the end-to-end request path across microservices.

In EKS we use:

A. OpenTelemetry (Standard)  

OpenTelemetry collectors run as:

DaemonSets

Sidecar containers

Gateways

They export traces to:

AWS X-Ray

Jaeger

Zipkin

Datadog

Tempo

B. AWS X-Ray  

Provides:

trace sampling

latency analysis

service map across microservices

integration with ALB + API Gateway

With the X-Ray daemon or OTel agents, EKS workloads become fully traceable.

5 — Control Plane Observability: How AWS Exposes Managed Control Plane Logs

Even though customers cannot access the EKS control plane VMs, AWS exposes control-plane logs via 
CloudWatch:

API Server logs

Audit logs

Authenticator logs

Controller Manager logs

Scheduler logs
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Enabling these logs is essential for:

debugging API access issues

audit/compliance

tracing authentication problems

diagnosing scheduler decisions

AWS stores these logs in CloudWatch but does not expose underlying hosts.

6 — Node-Level Observability: kubelet, kernel metrics, OS logs

For EC2 node-based workloads, we monitor:

kubelet health

node disk pressure

memory pressure

cgroup usage

OS kernel logs

Docker/containerd runtime logs

Karpenter/Kube-Proxy/VPC CNI logs

Using:

node-exporter (Prometheus)

Fluent Bit

CloudWatch Agent

SSM Run Command

For Fargate pods, AWS handles all node-level metrics behind the scenes.

7 — Event Observability: Kubernetes Events and Autoscaling Decisions

Kubernetes Events capture:

pod creation/deletion

scheduling failures

scaling events

job completions

node health issues

These events flow through:

kubectl get events

CloudWatch Events (EKS control-plane events)

AWS EventBridge (Cluster Autoscaler or Karpenter events)

This provides real-time insight into cluster logic and failures.



8 — End-to-End Observability Flow in EKS

This architecture shows how all telemetry data flows from pods, nodes, and control plane into Amazon 
observability systems.

9 — Why Observability Is Essential in EKS (Not Optional)

Observability is mandatory in EKS because:

Kubernetes is distributed → failures are decentralized

+=========================================================================================+

|                                EKS Observability Flow                                   |

+=========================================================================================+

                                   +----------------------------+

                                   |    Control Plane Logs      |

                                   | (API Server, Audit, etc.)  |

                                   +--------------+-------------+

                                                  |

                                                  v

+------------------------------+      +------------------------------+

| CloudWatch Logs              |      | CloudWatch Metrics           |

| - Logs from Fluent Bit       |      | - Node/pod metrics          |

| - Audit logs                 |      | - Cluster performance       |

+--------------+---------------+      +--------------+---------------+

               |                                      |

               |                                      |

               v                                      v

+-------------------------------+      +------------------------------+

|      Amazon OpenSearch         |     | Amazon Managed Prometheus    |

|      Kibana Dashboards         |     | Grafana Dashboards           |

+-------------------------------+      +------------------------------+

               |                                      |

               v                                      v

+----------------------------------------------------------------------------+

|               Application Layer (Tracing / Metrics / Logs)                 |

|   - OpenTelemetry → X-Ray/Jaeger                                           |

|   - Fluent Bit → CW / ES / S3                                              |

|   - Prometheus → AMP                                                       |

+----------------------------------------------------------------------------+

               |

               v

+--------------------------------------------+

|          Developers / Operators             |

|   - Grafana dashboards                      |

|   - Kibana/OpenSearch                       |

|   - CloudWatch Insights                     |

|   - X-Ray Service Map                       |

+--------------------------------------------+



Autoscaling depends on accurate metrics

Debugging requires logs + traces

Cloud-native systems are inherently ephemeral

Security auditing requires control-plane logs

Performance tuning requires tracing and metrics

SRE teams need node-level metrics for RCA

Capacity planning requires long-term retention of metrics

Without observability, even simple issues become opaque.

10 — Complete Observability Strategy for Production EKS Clusters

A production-grade EKS observability stack should include:

Metrics: Prometheus/AMP + Grafana

Logging: Fluent Bit → CloudWatch Logs

Tracing: OpenTelemetry → X-Ray or Jaeger

Control Plane Logs: CloudWatch enabled for API server, audit logs

Node Metrics: node-exporter, kube-state-metrics

Dashboards: Grafana + CloudWatch Container Insights

Alerting: Prometheus Alertmanager + CloudWatch Alarms

This provides complete visibility across:

pods

nodes

services

network

application latency

autoscaling

control plane behavior

AWS infrastructure metrics

Production EKS environments are not complete without this observability stack.

15. EKS Logging & Monitoring Pipeline: 
CloudWatch, Fluent Bit, Prometheus, 
Grafana, X-Ray Integration Model

 

1 — The Complete Logging + Monitoring Pipeline in EKS: A Multi-Layer Telemetry Fabric

The EKS logging and monitoring ecosystem is a multilayer fabric composed of:
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Node-level collectors (Fluent Bit, CloudWatch Agent, node-exporter)

Control-plane logs delivered through AWS

Metrics collectors (Metrics Server, Prometheus, kube-state-metrics)

Tracing pipelines (OpenTelemetry, X-Ray)

Destination backends (CloudWatch, Prometheus Remote Write, Managed Grafana)

EKS does not push logs or metrics directly—instead, it orchestrates a combination of Kubernetes-native 
collectors and AWS-native observability services.

This gives us a unified pipeline where container logs, pod metrics, node metrics, control-plane telemetry, and 
distributed traces converge.

2 — Node-Level Logging: Fluent Bit DaemonSet and Its Kubernetes Metadata Enrichment

At the node level, container logs exist as files under:

Fluent Bit, deployed as a DaemonSet, performs:

log collection via filesystem tailing

Kubernetes metadata enrichment (namespace, pod, labels)

transformation and filtering

delivery to a backend

Common Fluent Bit output targets in EKS:

CloudWatch Logs

OpenSearch

S3

Splunk

Elastic

Kafka

The advantage of Fluent Bit is its lightweight memory footprint and its tight AWS integration.

3 — Control Plane Logging: API Server, Audit, Authenticator, Scheduler, Controller Manager

EKS exposes control-plane logs without giving infrastructure access. We can enable:

API Server Logs — requests & responses to kube-apiserver

Audit Logs — security-critical, who did what and when

Authenticator Logs — IAM-to-Kubernetes authentication mapping

/var/log/containers/*

/var/log/pods/*

/var/log/kubelet.log

/var/log/messages



Scheduler Logs — why pod placement decisions were made

Controller Manager Logs — internal reconciliation processes

These logs are routed to CloudWatch Logs into specific log groups per component.

They are critical for:

security audits

compliance (SOC2, PCI, HIPAA)

debugging scheduling failures

tracing authentication issues

root-cause analysis

4 — Metrics Pipeline: Metrics Server, Prometheus, kube-state-metrics, AWS Managed Prometheus

Metrics inside EKS come from multiple layers:

A. Metrics Server  

Exposes live CPU/memory usage for:

HPA

kubectl top

Not persistent, not historical.

B. Prometheus  

Collects:

container metrics

node metrics

application metrics

custom instrumentation

cluster health

Often deployed using kube-prometheus-stack.

C. kube-state-metrics  

Exports Kubernetes object states:

Deployment health

ReplicaSet counts

Node conditions

Pod phase transitions
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PVC binding status

These are essential for alerting on control-plane or workload instability.

D. Amazon Managed Prometheus (AMP)  

A fully managed, horizontally scalable Prometheus backend that accepts remote-write data from in-cluster 
Prometheus or directly from OTel collectors.

Advantages:

no infrastructure to manage

highly scalable

retains metrics long-term

5 — Visualization & Dashboards: Grafana and CloudWatch Container Insights

A. Grafana  

Grafana dashboards consume metric data from:

Prometheus (in-cluster)

AMP (remote write)

CloudWatch

Loki / OpenSearch

Grafana provides the operational dashboards used by SRE teams.

B. CloudWatch Container Insights  

Automatically surfaces:

node/pod CPU

container restarts

network throughput

disk I/O

control-plane latency

It requires minimal configuration and complements Prometheus.

6 — Distributed Tracing: OpenTelemetry, AWS X-Ray, Service Mesh Compatibility

Tracing is essential for debugging latency issues in microservices.
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OpenTelemetry (OTel)  

Deployed using:

OTel Collector (DaemonSet or sidecar)

Auto-instrumentation libraries

Exports traces to:

AWS X-Ray

Jaeger

Datadog

Honeycomb

Tempo

AWS X-Ray  

Provides:

trace maps

high-resolution latency analysis

service graph visualization

It integrates with ALB, API Gateway, Lambda, and EC2/EKS workloads.

7 — Event Monitoring: Kubernetes Events + EventBridge Integration

Kubernetes emits structured events describing:

scheduling failures

CrashLoopBackOff

pod eviction

node pressure

container pull errors

autoscaling actions

These are accessible via:

kubectl get events

CloudWatch Events

AWS EventBridge

EventBridge can trigger:

SNS notifications

Lambda-based remediations

PagerDuty alerts

This creates automated cluster-level observability workflows.
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8 — Full Logging + Monitoring Pipeline Diagram

This diagram illustrates how logs, metrics, and traces flow from EKS to CloudWatch, Prometheus/AMP, and X-
Ray, and then into dashboards.

9 — Why Every Production EKS Cluster Needs a Complete Observability Pipeline

+===========================================================================================

+

|                                EKS Logging & Monitoring Pipeline                          

|

+===========================================================================================

+

                  +---------------------------+       +------------------------------+

                  |       Control Plane       |       |       Worker Nodes          |

                  |  API Server / Scheduler   |       |  kubelet / containers       |

                  |  Audit / Authenticator    |       |  Fluent Bit (DaemonSet)     |

                  +-------------+-------------+       +---------------+--------------+

                                |                                     |

                                | Control-plane logs                   | Container logs

                                v                                     v

                   +-----------------------------+   +-------------------------------+

                   |      CloudWatch Logs        |   |  Fluent Bit Output Plugins   |

                   |  - API Server Logs         |   |  - CW Logs / OpenSearch       |

                   |  - Audit Logs              |   |  - S3 / Kafka / Elastic        |

                   +--------------+--------------+   +-------------------------------+

                                |                                     |

                                | Metrics                              | Metrics

                                v                                     v

                   +------------------------------+   +------------------------------+

                   |   CloudWatch Container       |   | Prometheus / AMP            |

                   |         Insights             |   | kube-state-metrics          |

                   +---------------+--------------+   +------------------------------+

                                |                                     |

                                | Dashboards                          | Dashboards

                                v                                     v

                  +-----------------------------+     +-----------------------------+

                  |      CloudWatch Dashboards  |     |     Grafana Dashboards     |

                  +-----------------------------+     +-----------------------------+

                                |                                     |

                                | Traces                              | Traces

                                v                                     v

                   +-----------------------------+   +------------------------------+

                   |          AWS X-Ray          |   |      OTel Collector          |

                   +-----------------------------+   +------------------------------+



A fully observed EKS cluster prevents:

blind debugging

outages caused by silent pod failures

scaling failures due to missing metrics

unnoticed security issues

latency regressions

node-level resource exhaustion

unmonitored control-plane throttling

Observability transforms EKS from a “black box cluster” into a transparent, diagnosable system with complete 
operational clarity.

10 — Production-Grade Observability Architecture Checklist

A production EKS environment should always include:

Fluent Bit DaemonSet → CloudWatch Logs

Prometheus + kube-state-metrics → AMP

Grafana dashboards (Managed Grafana preferred)

OpenTelemetry Collector → X-Ray

API server/audit logging enabled

Container Insights enabled

Alerting via Alertmanager + CloudWatch Alarms

Log retention + backup (S3, OpenSearch)

EventBridge for cluster events

This forms a robust, enterprise-grade observability backbone for EKS environments.

16. EKS Service Mesh Architecture: App Mesh, 
Sidecars, Envoy, and mTLS Communication 
Model

 

1 — Why Service Mesh Exists in EKS: Solving the Limits of Traditional Service-to-Service Communication

In a microservices environment running on EKS, services communicate with each other constantly. Without a 
service mesh, applications must implement:

retries

timeouts

circuit breaking

service discovery

TLS/mTLS encryption
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traffic shaping

version-based routing

observability/tracing features

The business application code ends up containing networking logic, reliability logic, security logic, and traffic 
engineering logic, making microservices harder to maintain.

A service mesh solves this by offloading all communication control to a separate infrastructure layer.

In EKS, AWS App Mesh provides this layer using Envoy sidecars. The application only talks to localhost; the 
Envoy proxies transparently handle the rest.

2 — Core Architectural Components of App Mesh in EKS

App Mesh introduces a set of service-mesh–specific control-plane objects:

Mesh — the top-level boundary defining the mesh

Virtual Node — represents a service (or service version)

Virtual Service — the DNS endpoint abstraction used by clients

Virtual Router — traffic routing layer, with rules and weights

Envoy Proxy (sidecar) — data plane enforcing traffic rules

mTLS Certificates — secure identity for each service

Cloud Map — optional service discovery backend

These objects allow App Mesh to control traffic without modifying application code.

3 — The Sidecar Pattern: How Envoy Intercepts All Pod Traffic

In EKS with App Mesh, each application pod receives an Envoy sidecar container injected into the same pod.

Traffic flow:

This pattern is called sidecar injection.

The key behaviors:

outbound traffic is intercepted and routed by Envoy

inbound traffic first hits Envoy before reaching the pod

Envoy applies:

retries

timeouts

circuit breaking

mutual TLS encryption

policy enforcement

Application container → Envoy → target Envoy → target application container



metrics collection

The Envoy proxies form a distributed data plane, while App Mesh’s control plane configures the proxies 
dynamically.

4 — App Mesh Control Plane: How It Programs the Envoy Data Plane

App Mesh maintains a central control plane that:

stores mesh definitions

distributes configuration to Envoy sidecars

manages virtual routers, virtual nodes, and virtual services

ensures traffic routing rules are consistent across clusters

integrates with AWS IAM and Cloud Map for identity + discovery

The control plane does not handle traffic directly; it simply pushes configuration to Envoy proxies.

5 — Service Discovery: DNS vs Cloud Map Integration

App Mesh supports two discovery methods:

A. DNS-Based Discovery  

each Virtual Node points to a DNS name

Envoy resolves DNS → Pod IPs

suitable for Kubernetes-native Services

B. AWS Cloud Map Discovery  

each service registers instances (IP/metadata) in Cloud Map

Envoy queries Cloud Map for endpoints

enables cross-ECS/EKS hybrid meshes

ideal for multi-cluster service discovery

Cloud Map provides stronger metadata annotation capabilities than DNS.

6 — Mutual TLS (mTLS) Identity Model in App Mesh

Security is one of the main reasons to use a mesh.

App Mesh enables mutual TLS, meaning:

the client Envoy verifies the server Envoy’s identity

the server Envoy verifies the client Envoy’s identity

communication is encrypted end-to-end

applications do not manage certificates

mTLS identity is derived from:
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ACM Private CA

AWS Certificate Manager integrations

per-node certificate rotation handled by App Mesh

Envoy enforcing certificate validation rules

mTLS ensures service-to-service encryption, zero-trust communication, and service-level authentication.

7 — Traffic-Shaping: Weighted Routing, Blue/Green, and Canary Deployments

Because Envoy handles all communication, App Mesh can manipulate traffic without changing application 
code.

Capabilities:

A. Weighted Routing  

Split traffic between service versions:

80% to v1

20% to v2

B. Canary Deployments  

Gradually send traffic to newer versions.

C. Blue/Green  

Route all traffic to the new version atomically after validation.

D. Retry Policies  

Automatic retry on failure (HTTP errors, timeouts).

E. Circuit Breakers  

Prevent cascading failures by blocking faulty services.

F. Fault Injection  

Test resiliency by injecting latency or errors intentionally.

App Mesh provides powerful traffic controls that Kubernetes Services alone cannot offer.

8 — End-to-End Sidecar Architecture Flow

                 +--------------------------------------------------+

                 |               EKS Pod (with App Mesh)           |

                 +--------------------------------------------------+

                 |                                                  |

                 |  +------------------+    +-------------------+   |

                 |  |  Application     |    | Envoy Sidecar     |   |
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Inbound and outbound traffic always flows through Envoy, never directly to containers.

9 — Full Mesh Traffic Flow Diagram (Multi-Service, Multi-Pod)

Each Envoy proxy receives routing rules and certificates from the App Mesh control plane.

                 |  |  Container       |--->| (Outbound Proxy)  |---+---->

                 |  +------------------+    +-------------------+   |

                 |                                                  |

                 |  +------------------+    +-------------------+   |

<---- inbound ---+--| Envoy Sidecar    |<---| Other Services    |   |

traffic          |  | (Inbound Proxy)  |    | Envoy Proxies     |   |

                 |  +------------------+    +-------------------+   |

                 +--------------------------------------------------+

+===========================================================================================

=====+

|                                      App Mesh Traffic Flow                                 

     |

+===========================================================================================

=====+

Service A Pod                                 Service B Pod                                 

  Service C Pod

+-----------------------+                     +-----------------------+                     

+-----------------------+

|  App A                |                     |  App B                |                     

|  App C                |

+-----------+-----------+                     +-----------+-----------+                     

+-----------+-----------+

            |                                             |                                 

            |

            v                                             v                                 

            v

+-----------------------+                     +-----------------------+                     

+-----------------------+

| Envoy Sidecar (A)     |-------------------->| Envoy Sidecar (B)     |--------------------

>| Envoy Sidecar (C)     |

| - mTLS encryption     |                     | - Retry policies      |                     

| - Traffic shifting    |

| - Load balancing      |                     | - Circuit breaking    |                     

| - Observability        |

+-----------------------+                     +-----------------------+                     

+-----------------------+

            |                                             |                                 

            |

            v                                             v                                 

            v

       App Mesh Control Plane (virtual nodes, virtual routers, traffic policies)



10 — Why Service Mesh Is Critical for Large EKS Microservice Environments

App Mesh gives EKS:

mTLS encryption without code changes

deep traffic control (blue/green, canary, weighted routing)

uniform observability via Envoy metrics & traces

policy enforcement (timeouts, retries, circuit breakers)

zero-trust networking

cross-cluster and cross-environment service discovery

consistent reliability behavior across all services

As microservice count grows, these features cannot be implemented reliably inside application code.

App Mesh offloads them into a dedicated, managed layer.

17. EKS VPC Networking Internals: Pod/Node 
Networking, CNI Deep Dive, ENI/IPAM, and 
Cross-AZ Traffic Model

 

1 — The Core Principle of EKS Networking: Pods Are Native VPC Endpoints

The most important idea in EKS networking is that pods receive IP addresses directly from the VPC subnet, 
making them real VPC endpoints, not overlay virtual nodes.

This is fundamentally different from most Kubernetes platforms where pods live inside an overlay network 
(VXLAN, IP-in-IP) and the cluster must encapsulate packets.

In EKS:

No overlay tunnels

No encapsulation overhead

No virtual routers

Every pod is a first-class VPC IP

VPC route tables handle pod-to-pod and pod-to-VPC traffic natively

This unique approach is made possible by the AWS VPC CNI plugin, the heart of EKS networking.

2 — AWS VPC CNI Plugin: The Engine That Allocates IP Addresses and Manages ENIs

The AWS VPC CNI plugin runs on every worker node as a DaemonSet and integrates Kubernetes with the VPC 
using ENIs (Elastic Network Interfaces).

The CNI is responsible for:

creating/attaching ENIs to nodes
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allocating secondary VPC IPs

assigning those IPs to pods

configuring pod network namespaces

maintaining a warm IP pool

controlling prefix-mode allocations (/28 prefixes)

releasing IPs when pods terminate

It uses the node’s instance profile IAM role to call EC2 APIs securely.

Because each pod has a VPC IP, the CNI must manage IP exhaustion, ENI limits, and prefix capacity. The CNI 
therefore becomes one of the most critical system components in every EKS cluster.

3 — Pod IP Assignment Model: ENIs, Secondary IPs, and Prefix Mode

The node’s primary ENI provides the node IP.

Additional ENIs are attached to the same node to supply secondary IP addresses used by pods.

ENI-Based Allocation Model  

Each ENI can carry multiple secondary IPs.

Each pod receives one of these IPs.

The node’s maximum number of pods is limited by the EC2 instance type’s ENI/IP limits.

Prefix-Delegation Mode (/28 prefixes)  

Instead of allocating single IPs, AWS can attach a /28 prefix to an ENI, giving the node 16 pod IPs per prefix.

This massively increases pod density and reduces EC2 API calls.

Prefix mode is now the recommended model for all clusters.

4 — CNI Warm IP Pool: Ensuring Pod Creation Is Fast and Non-Blocking

Pod creation would be slow if the CNI had to allocate an ENI/IP every time.

To avoid this, the CNI maintains a warm pool of pre-allocated IPs.

When new pods arrive, it assigns IPs immediately.

Only when the warm pool threshold is reached does the CNI:

request more IPs

or attach a new ENI

or allocate another prefix block

This allows pod startup to remain consistent even under scale bursts.

5 — Node-to-Pod and Pod-to-Pod Communication: Pure VPC Routing, Zero Tunnels
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Because each pod has a VPC IP, pod communication is routed exactly like EC2-to-EC2 communication:

same subnet → ARP + direct L2 traffic

cross subnet, same AZ → VPC router path

cross AZ → VPC inter-AZ fabric

There is no VXLAN, no overlay, and no routing mesh.

This gives enormous benefits:

low latency

simplicity

predictable routing

transparent observability

full VPC security enforcement

This also means tools like VPC Flow Logs, Reachability Analyzer, SGs, and NACLs work seamlessly on pod 
traffic.

6 — Cross-AZ Traffic Model: How Pods Communicate Across Availability Zones

Pods in different AZs communicate through the VPC’s inter-AZ routers.

Characteristics:

native AWS network

fully encrypted between data centers

<2ms typical latency in many regions

no overlay tunnels

highly reliable and multi-path

Cross-AZ traffic also incurs inter-AZ data transfer charges, which is important for high-throughput 
microservices.

7 — Node Security Groups vs Pod Security Groups (EC2 vs Fargate Data Planes)

EC2 Node Groups  

Pods inherit node-level Security Groups, because pods share the node’s ENI.

To isolate pods at L3, we must use Kubernetes Network Policies through:

Calico

Cilium

or VPC CNI + Calico plugin

Pod-A (us-east-1a) → VPC Router → Inter-AZ Fiber Backbone → VPC Router → Pod-B (us-east-1b)
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Fargate Pods  

Each pod gets:

its own ENI

its own Security Group

This gives pod-level firewalling using AWS-native policies, much stronger than EC2 node-based isolation.

8 — kube-proxy and Service Routing: NAT and Load-Balancing at the Node Layer

Even though the network is VPC-native, Kubernetes Services still require:

virtual IPs (ClusterIP)

NodePorts

load balancing across backend pods

kube-proxy programs iptables/IPVS rules to:

accept traffic to a ClusterIP

pick a backend pod

NAT traffic to the backend

Once packets leave kube-proxy, routing is VPC-native.

9 — Full Internal Pod Networking Flow Diagram (ENIs, Prefixes, and Pods)

+===========================================================================================

=========+

|                                   EKS VPC Networking Internal Flow                         

        |

+===========================================================================================

=========+

                             Worker Node (EC2)

+-------------------------------------------------------------------------------------------

---------+

| Primary ENI (Node IP)                                                                     

         |

| Secondary ENIs (allocated by CNI)                                                         

         |

|   - ENI-1:    192.168.10.50     +--- Prefix /28: 192.168.10.64/28 (16 pod IPs)             

        |

|   - ENI-2:    192.168.10.51     +--- Prefix /28: 192.168.10.80/28 (16 pod IPs)             

        |

|                                                                                           

         |

| +-------------------------------+                                                         

          |

| | AWS VPC CNI Plugin (DS)       |   ← manages ENIs, prefixes, warm IP pools               

         |
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This diagram shows how ENIs and prefix blocks supply VPC IPs directly to pods.

10 — Node-to-Control Plane Networking: PrivateLink + TLS

All node → API server communication uses:

secure TLS

AWS PrivateLink

HA multi-AZ endpoints

Flow:

This ensures:

no public exposure

low-latency control-plane access

multi-AZ reliability

11 — How CNI, kube-proxy, and VPC Combine to Provide Complete Networking

The complete networking stack looks like this:

| +---------+---------------------+                                                         

          |

|           |                                                                               

          |

|           v                                                                               

          |

|   +------------------+     +------------------+     +------------------+                   

         |

|   | Pod A (VPC IP)   |     | Pod B (VPC IP)   |     | Pod C (VPC IP)   |                   

         |

|   | 192.168.10.66    |     | 192.168.10.67    |     | 192.168.10.68    |                   

         |

|   +------------------+     +------------------+     +------------------+                   

         |

+-------------------------------------------------------------------------------------------

---------+

                               Native VPC Routing (no overlay)

                     Pod-to-Pod, Pod-to-Node, Pod-to-VPC, Cross-AZ traffic

kubelet → PrivateLink → SSL → API Server (managed by AWS)

+--------------------------------------------------------------------------------------+

|                            Kubernetes Control Plane                                  |

|                   (Scheduler, API Server, Controllers via PrivateLink)               |

+--------------------------------------------------------------------------------------+



This architecture shows:

CNI = pod IP engine

kube-proxy = service routing engine

VPC = actual data-plane network fabric

Together they create a powerful, high-performance networking model.

12 — Why EKS VPC Networking Is More Advanced Than Standard Kubernetes Networking

Advantages:

no overlays → near-metal latency

full visibility → Flow Logs, Reachability Analyzer

pod-level VPC integration → direct connectivity to AWS services

SG/NACL enforcement → network-level segmentation

Fargate pod ENIs → pod-level isolation

NLB IP-targeting → direct traffic to pods

Cross-AZ optimization → built-in HA fabric

Prefix delegation → high-density, scalable clusters

These factors make EKS one of the highest-performing Kubernetes networking implementations available 
today.

                               | Pod specs

                               v

+======================================================================================+

|                            Data Plane (Customer VPC)                                 |

+======================================================================================+

     +-------------------------+         +-------------------------+

     | Worker Node             |         | Worker Node             |

     | - kubelet               |         | - kubelet               |

     | - VPC CNI (ENI/IPAM)    |         | - VPC CNI (ENI + /28)   |

     | - kube-proxy (LB/NAT)   |         | - kube-proxy            |

     +------------+------------+         +------------+------------+

                  |                                 |

                  |                                 |

           +------+--------+                +-------+--------+

           | Pods w/ VPC IP|                | Pods w/ VPC IP |

           +---------------+                +----------------+

                  |                                 |

                  |                                 |

         Native VPC Routing (Cross Subnet / Cross AZ / SG / NACL)
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18. EKS Governance, Policy, and Compliance 
Execution Model

 

1 — What “Governance” Actually Means in an EKS Context

Governance in EKS is the structured way we control how the cluster is used, what is allowed, who can do 
what, and how we prove it to auditors and security teams. It is not just “locking things down”; it is a 
coordinated combination of:

who can create or modify resources (access governance),

what shapes those resources are allowed to take (policy governance),

how traffic and data are allowed to flow (security governance), and

how we log, monitor, and show evidence of correct behavior (compliance governance).

In EKS, this governance model spans two universes simultaneously:

the Kubernetes universe (RBAC, namespaces, Policies, admission controllers) and the AWS universe (IAM, 
Organizations SCPs, AWS Config, Security Hub, CloudTrail, KMS, etc.).

Real-world governance means making these two universes work together as one coherent control system, not 
treating EKS as an isolated island.

2 — Identity and Access Governance: IAM + RBAC + IRSA as the First Layer of Control

The first line of governance is who can do what. In EKS that is implemented in three layers working together:

AWS IAM: controls who can talk to the EKS API endpoint at all (cluster-level authentication).

Kubernetes RBAC: controls what authenticated principals can do inside the cluster (e.g., create pods, 
delete namespaces, update ConfigMaps).

IRSA (IAM Roles for Service Accounts): controls what pods can do when calling AWS APIs (S3, DynamoDB, 
KMS, etc.).

Access governance patterns typically look like this:

Human users and CI/CD pipelines authenticate as IAM roles, then are mapped into specific Kubernetes 
groups via the aws-auth  ConfigMap. RBAC RoleBindings & ClusterRoleBindings define the exact verbs 
(get, list, watch, update, delete) they have on specific resources and namespaces.

Service accounts for applications are bound to IAM roles via IRSA so that each workload only gets 
minimum necessary AWS permissions (for example, an app that only needs to read a specific S3 bucket 
gets a single S3 read-only policy, nothing else).

Administrative boundaries are enforced via separate IAM roles + RBAC roles: cluster-admin, namespace-
admin, read-only, CI-deployer, security-auditor, etc.

This ensures that no one and nothing can perform operations outside the boundaries you explicitly define, 
and it is the foundation of any compliant system design.

3 — Namespace, Tenant, and Environment Isolation as a Governance Building Block
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Governance becomes tractable when we carve the cluster into logical isolation units, usually namespaces. 
Typical structures:

environment namespaces: dev , test , stage , prod

team namespaces: team-a , team-b , platform , security

tenant namespaces: tenant-1 , tenant-2  for multi-tenant SaaS designs

Each namespace can then have:

its own RBAC rules,

its own NetworkPolicies,

its own resource quotas and limits,

its own Pod Security level (baseline vs restricted),

its own Secret management strategy,

its own policy admission constraints (e.g., no privileged pods, no hostPath).

By forcing all workloads to live in governed namespaces and prohibiting “wild” namespaceless or default-
namespace deployments, we transform a large, messy cluster into a structured environment with clearly 
defined policy domains.

This is where governance becomes scalable: instead of micro-managing every Deployment, we manage 
policies per namespace/environment/tenant and assign teams to those scopes.

4 — Admission Control and Policy as Code: OPA Gatekeeper / Kyverno / PSA

The admission controller layer is where we implement concrete “thou shalt / shalt not” rules for cluster 
objects. These are the “governance brains” that evaluate every create/update request and either mutate, 
validate, or reject it.

Key policy engines in EKS:

OPA Gatekeeper (Open Policy Agent) – policy rules written in Rego; very powerful, very flexible; used 
heavily for complex compliance rules.

Kyverno – policy as Kubernetes-native YAML; friendlier syntax; supports generate/mutate/validate logic.

Pod Security Admission (PSA) – built-in Kubernetes mechanism enforcing pod-security standards 
(privileged, baseline, restricted).

Example governance rules at this layer:

No pod may run as root user.

No pod may use hostNetwork: true  or hostPID: true .

Every pod must have CPU/memory requests and limits.

Images must come only from approved registries (e.g., ECR + specific prefixes).

All pods in a given namespace must use a specific ServiceAccount with IRSA.

Node selectors and tolerations must not escape their designated node pools (e.g., GPU nodes only for 
GPU workloads).



Admission controllers evaluate every incoming request; if a resource violates policy, the request is rejected 
with a clear error.

This turns governance rules into code: version-controlled, auditable, and testable, instead of informal tribal 
knowledge.

5 — Network Governance: Security Groups, NetworkPolicies, and Zero-Trust Design

Network governance in EKS must bridge AWS-level network controls and Kubernetes-level network 
policies.

At AWS level:

Security Groups control traffic at node and (for Fargate) pod ENI level.

NACLs and route tables enforce subnet-level security.

At Kubernetes level:

NetworkPolicies (via Calico, Cilium, etc.) limit which pods can talk to which other pods, using 
labels and namespaces.

A zero-trust networking model in EKS often includes:

default deny NetworkPolicy in each namespace,

explicit allow-policies for service-to-service communication (e.g., frontend  may talk to api , api  

may talk to db , but frontend  cannot talk directly to db ),

dedicated “ingress gateway” or ALB entry points,

Fargate pods using SGs for pod-level network segmentation in especially critical environments.

Network governance is thus:

“Who is allowed to talk to whom, on which ports, and from where?”

enforced simultaneously at VPC and CNI layers.

6 — Resource Governance: Quotas, Limits, and Multi-Tenant Fairness

Without resource governance, one team can starve others by creating resource-hungry workloads. Kubernetes 
gives us:

ResourceQuota objects – define maximum CPU/memory, number of pods, PVCs, Services, etc. per 
namespace.

LimitRange – default and maximum resource requests/limits per pod/container.

In EKS, we use these to:

prevent runaway resource usage,

enforce consistent pod sizing (no unlimited memory pods),

allocate cluster capacity fairly across teams,

prevent “noisy neighbor” effects in multi-tenant clusters.



Combined with autoscaling (HPA, Karpenter), resource governance ensures that scaling decisions are bounded 
and predictable, not chaotic.

7 — Data and Secrets Governance: Encryption, Access Paths, and Secret Providers

Governance over data and secrets is central for compliance frameworks (PCI, HIPAA, ISO, etc.).

In EKS this includes:

enabling etcd encryption using AWS KMS (envelope encryption at rest),

storing sensitive secrets in AWS Secrets Manager or SSM Parameter Store instead of plain Kubernetes 
Secrets,

using CSI Secret Store drivers or sidecar agents to fetch secrets at runtime,

using IRSA so that only specific pods can call Secrets Manager or Parameter Store,

strictly limiting read access to Secret  objects via RBAC,

ensuring that no pods mount host-level credentials (for example, EC2 metadata tokens, host root keys).

Governance question becomes:

“Where do secrets live, who can access them, and how do we prove that access is controlled and 
logged?”

EKS + KMS + IRSA + Secrets Manager provides a strong answer.

8 — Audit, Logging, and Evidence: CloudTrail, EKS Audit Logs, and Central Log Pipelines

Compliance is not only about controls; it is also about evidence. We must be able to answer:

who changed which Kubernetes object, and when?

who accessed which AWS resource, and from which pod or user identity?

what network flows occurred between services, and were any suspicious?

In EKS, evidence flows from multiple sources:

EKS control plane audit logs (API Server audit) → CloudWatch Logs, then optionally to 
OpenSearch/SIEM.

CloudTrail logs for IAM and AWS APIs called by users, CI/CD, and pods (via IRSA).

Container/application logs via Fluent Bit → CloudWatch / OpenSearch / S3.

VPC Flow Logs for network-level visibility.

GuardDuty EKS Runtime Monitoring for threat detection at pod and node level.

Centralizing these logs gives us a full picture:

request hits the API server → audit log;

pod calls S3 via IRSA → CloudTrail log;

suspicious network flow → VPC Flow Logs;

runtime anomaly → GuardDuty finding.



All of this forms the compliance evidence trail.

9 — AWS Governance and Compliance Services Around EKS: Organizations, SCPs, Config, Security Hub

Beyond Kubernetes, AWS offers governance scaffolding that tightly integrates with EKS:

AWS Organizations + SCPs (Service Control Policies)

Restrict which regions can be used,

Block creation of non-approved EKS versions,

Require encryption (KMS) for EBS/EFS,

Prevent use of public ECR repositories, etc.

AWS Config + Config Rules

Track configuration state of EKS-related resources (security groups, IAM roles, KMS keys),

Evaluate them against rules (e.g., “EKS clusters must have control-plane logging enabled”).

AWS Security Hub

Aggregates findings from GuardDuty, Config, Inspector, IAM Access Analyzer, etc.,

Provides a unified security & compliance posture dashboard.

AWS Control Tower

Sets up landing zones, guardrails, and baseline governance for all accounts, including those 
where EKS clusters run.

Together, these AWS-level governance tools ensure that the environment around EKS is also controlled, not 
just the cluster itself.

10 — End-to-End Governance Architecture Diagram for EKS

+===========================================================================================

=======+

|                                   ORGANIZATION-LEVEL GOVERNANCE                           

       |

+===========================================================================================

=======+

|  AWS Organizations + SCPs                                                                 

       |

|  - Restrict regions, services, encryption requirements                                     

       |

|  - Guardrails for all EKS accounts                                                         

       |

+=======================================+===================================================

=======+

                                        |

                                        v

+===========================================================================================

=======+

|                               AWS ACCOUNT / LANDING ZONE (EKS)                             

      |



+===========================================================================================

=======+

|  IAM + IRSA                          AWS Config                    Security Hub / 

GuardDuty      |

|  - User/role policies                - Config Rules               - Central findings       

      |

|  - Pod roles via OIDC                - Drift detection            - Runtime/anomaly alerts 

      |

+=======================================+===================================================

=======+

                                        |

                                        v

+===========================================================================================

=======+

|                                      EKS CLUSTER GOVERNANCE                               

       |

+===========================================================================================

=======+

|  1. Identity & Access:                                                                     

|

|     - IAM Authenticator → RBAC → Roles/Bindings                                           

  |

|     - aws-auth ConfigMap (IAM → K8s groups)                                               

  |

|     - IRSA for pod → AWS API access                                                       

  |

|                                                                                           

  |

|  2. Policy & Admission:                                                                    

|

|     - OPA Gatekeeper / Kyverno (validate, mutate, reject)                                  

|

|     - Pod Security Admission (baseline/restricted)                                         

|

|     - Enforce image registries, no privilege, resource limits                              

|

|                                                                                           

  |

|  3. Namespace & Network Segmentation:                                                     

  |

|     - Namespaces per team/env/tenant                                                       

|

|     - NetworkPolicies (Calico/Cilium)                                                      

|

|     - Security Groups / NACLs / SG-per-pod (Fargate)                                       

|

|                                                                                           

  |

|  4. Data & Secrets Governance:                                                             

|

|     - KMS-encrypted etcd                                                                   

|



This diagram shows how governance is stacked:

global guardrails (Organizations, SCPs) → account controls (Config, Security Hub) → cluster-level identity & 
policy → namespace-level and workload-level constraints.

11 — How This Governance and Policy Model Supports Formal Compliance Frameworks

Common compliance frameworks (PCI-DSS, HIPAA, ISO 27001, SOC 2, etc.) demand:

Strong identity and access control (IAM + RBAC + IRSA + admission enforcement).

Encryption of data at rest and in transit (KMS, TLS/mTLS, etcd/volume encryption).

Detailed audit logging and retention (CloudTrail, EKS audit logs, central log stores).

Network segmentation and least-privilege communication (SGs, NACLs, NetworkPolicies).

Change control and policy enforcement (OPA/Kyverno, Organizations SCPs, Config).

EKS does not “certify” the workload by itself; rather, it provides the building blocks that allow us to design and 
prove compliant architectures. With the governance model we described, we can show auditors:

configuration baselines in Git and Config,

policy rules in OPA/Kyverno as code,

access logs in CloudTrail/audit logs,

runtime security findings in GuardDuty/Security Hub,

encryption configuration across storage and secrets.

This is how EKS becomes not only a compute platform, but a compliance-capable platform.

12 — Why Governance Must Be Designed Upfront for EKS (Not Retrofitted Later)

If we treat governance as an afterthought, we end up with:

uncontrolled cluster sprawl,

|     - Secrets Manager / SSM Parameter Store                                                

|

|     - CSI secret providers                                                                 

|

|                                                                                           

  |

|  5. Audit & Evidence:                                                                     

  |

|     - EKS audit logs → CloudWatch / SIEM                                                   

|

|     - CloudTrail for AWS API calls                                                         

|

|     - VPC Flow Logs / GuardDuty                                                            

|

+===========================================================================================

=======+



privileged pods everywhere,

unknown who-owns-what namespaces,

direct access to AWS resources from random pods,

missing logs and weak audit trails,

production systems that fail compliance assessments.

Designing governance from day one means:

we structure namespaces along team/tenant boundaries,

we define RBAC roles and IRSA roles before workloads go live,

we enforce Pod Security and NetworkPolicies before “wild” deployments,

we enable audit logging and central log pipelines before incidents happen,

we encode policies in OPA/Kyverno and version them in Git as our single source of truth.

When we do that, EKS evolves as a governed platform, where every new workload and every new team lives 
inside a well-defined policy framework instead of improvising security late in the game.

19. EKS Advanced Multi-Cluster Architecture: 
Cross-Region, Cross-AZ, Multi-Account, 
DR/Failover, and Global Mesh Models

 

1 — Why Multi-Cluster Architecture Exists in the First Place

A single EKS cluster cannot satisfy all enterprise-grade requirements. When we scale beyond a certain 
threshold—teams, tenants, compliance domains, environments, or geographic footprint—we must distribute 
workloads across multiple EKS clusters.

Multi-cluster designs solve fundamental challenges such as:

blast-radius isolation

compliance separation (PCI vs non-PCI, prod vs non-prod)

region-level redundancy

global latency optimization

tenant isolation for SaaS

migration and blue/green cluster cutover

EKS multi-cluster is therefore not just about “many clusters”—it is about architectural boundaries, fault 
domains, and global service reliability.

2 — The Four Major Multi-Cluster Models in EKS

Across real-world enterprise deployments, we encounter four canonical patterns:
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A. Multi-AZ / Single-Region (Most Common Base Layer)  

One cluster spans 3 AZs.

Used for high availability inside one region.

B. Multi-Region Active-Passive DR  

Region A hosts production.

Region B hosts a cold/warm standby.

Failover happens via DNS or routing.

C. Multi-Region Active-Active  

Both regions serve live traffic.

Requires state replication and global service-mesh routing.

D. Multi-Account / Multi-Cluster Isolation  

Cluster per account per environment:

dev-account → dev-cluster , prod-account → prod-cluster .

This architecture satisfies compliance, cost-segmentation, and ownership isolation.

3 — Cross-Region and Cross-AZ Control Plane Behavior

EKS control planes are always:

multi-AZ within a region,

highly available automatically,

using AWS PrivateLink and internal routing,

isolated per cluster.

What this means:

A cluster does not span multiple regions.

To achieve cross-region guarantees, we create multiple clusters.

4 — Multi-Cluster Networking Models: How Clusters Connect to Each Other

We have several choices for inter-cluster connectivity.

A. VPC Peering  

Simple, low-latency, but no transitive routing.

Good for small clusters.
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B. AWS Transit Gateway (Recommended for Enterprise)  

Provides hub-and-spoke routing.

Supports many clusters and accounts.

C. AWS Cloud WAN (Global Scale)  

High-level global routing infrastructure.

Used for multi-continental clusters.

D. Service Mesh Federation (App Mesh)  

Service-to-service connectivity through Envoy, mTLS, and mesh gateways.

E. API Gateway / ALB Connectivity (Loose Coupling)  

Expose services across clusters through HTTP/L7 interfaces.

Choice depends on whether services need:

network-reachability (RPC, gRPC, internal TCP flows),

or logical-reachability (HTTP APIs exposed publicly).

5 — Global Service Discovery Models: DNS, Cloud Map, and Mesh Federation

A. DNS-Based Discovery  

Cross-cluster traffic routed by global DNS entries.

B. AWS Cloud Map  

Clusters register services in a global namespace.

C. App Mesh Multi-Cluster Federation  

Virtual services span clusters.

D. External-DNS (Per Cluster)  

Each cluster manages its own DNS records, possibly in Route53.

In fully global systems, Cloud Map + Mesh federation becomes the dominant pattern.

6 — Multi-Region Data Architecture: The Hardest Part of Multi-Cluster

Stateless microservices are easy to multi-region.

Stateful systems define the architecture.

Options:

Global databases (Aurora Global Database, DynamoDB Global Tables).
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Async replication (S3 Cross-Region Replication).

Database-per-region + application-level merge (rare, complex).

Queue replication (SQS → SNS → SQS, EventBridge global endpoints).

Data determines whether the architecture is:

Active-active (both regions accept writes),

Active-passive (only one region accepts writes),

Read-local / write-global (common pattern).

Multi-cluster networking must reflect the data consistency model.

7 — Global Traffic Distribution: Route53, Global Accelerator, and Mesh Gateways

Global routing happens at Layer 7 and/or DNS:

A. Route53 Latency Based Routing  

Users land in the closest region.

B. Route53 Failover Routing  

If region A fails → send traffic to region B.

C. AWS Global Accelerator  

Provides static anycast IPs and global TCP acceleration.

D. App Mesh Ingress + Mesh Gateways  

Service-mesh-aware routing across clusters.

Global routing + cluster federation = full global reliability.

8 — Multi-Cluster GitOps: How Multiple Clusters Stay in Sync

Enterprises rarely manage multi-cluster manually.

Instead, they use GitOps, where:

cluster configuration lives in Git,

Flux or ArgoCD syncs each cluster automatically.

Benefits:

cluster drift disappears,

global consistency across clusters,

compliance and audit built-in,

predictable promotion workflows (dev → staging → prod → DR region).

Each cluster is declared in Git; GitOps systems ensure clusters converge to the declared state.
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9 — Multi-Cluster Security Architecture: IAM, IRSA, Network, and Trust Anchors

Security across clusters requires:

separate IAM roles per cluster per environment,

distinct OIDC providers per cluster for IRSA,

cross-cluster trust boundaries only where explicitly allowed,

network segmentation enforced at TGW/VPC-level,

secrets distributed by region (avoid global blast radius),

encryption keys per region (multi-region KMS if necessary).

Zero-trust rules apply:

clusters must not “implicitly trust” other clusters.

10 — Multi-Cluster Observability: Centralized but Segmented

Observability across clusters requires:

per-cluster Prometheus/AMP → centralized Grafana,

per-cluster Fluent Bit → central log aggregator (OpenSearch / S3),

cluster name, namespace, team tags as metadata,

cross-cluster tracing via X-Ray or mesh-native propagation,

fleet-wide monitoring dashboards.

This gives unified monitoring while preserving cluster isolation.

11 — Multi-Cluster DR and Failover Process

A real DR runbook includes:

promote passive cluster to active,

switch Route53 failover configuration,

unpause autoscalers,

rehydrate secrets,

restore CI/CD pipelines,

resync GitOps manifests,

validate data replication health,

cut traffic gradually or instantly.

DR must be rehearsed regularly, not theoretical.

12 — Complete Multi-Cluster Architecture Diagram



+===========================================================================================

=========+

|                                      GLOBAL MULTI-CLUSTER MODEL                           

        |

+===========================================================================================

=========+

                                  +------------------------------+

                                  |     Route53 / Global Accel   |

                                  |  - Global traffic routing    |

                                  |  - Failover / Latency rules  |

                                  +------------------------------+

                                                |

                 +------------------------------+-------------------------------+

                 |                                                              |

                 v                                                              v

+==============================================+       

+==============================================+

|              Region A (Primary)              |       |             Region B (Secondary/DR) 

          |

+==============================================+       

+==============================================+

|  EKS Cluster A                               |       |  EKS Cluster B                     

          |

|  - Multi-AZ                                  |       |  - Multi-AZ                         

         |

|  - App Mesh / Ingress                        |       |  - App Mesh / Ingress               

         |

|  - VPC A (TGW connected)                     |       |  - VPC B (TGW connected)           

          |

|                                              |       |                                     

         |

|  +-----------------------+                   |       |  +-----------------------+         

          |

|  | App Pods (A1, A2...) |                   |       |  | App Pods (B1, B2...) |           

        |

|  | Envoy (Service Mesh) |<---- Mesh ---->   |       |  | Envoy (Service Mesh) |           

        |

|  +-----------------------+                   |       |  +-----------------------+         

          |

+----------------------------------------------+       +------------------------------------

----------+

                     |                                            |

                     |                                            |

                     +------------------ TGW / Cloud WAN ---------+

                                      (inter-region connectivity)

                        +--------------------------------------------------+

                        |       Global Datastore / Replication Layer       |

                        |  - DynamoDB Global Tables                         |

                        |  - Aurora Global Database                          |

                        |  - S3 CRR                                          |



This diagram shows global routing → regional clusters → VPC networking → service mesh → global data layer.

13 — Why Multi-Cluster Architecture Is the Final Maturity Stage of EKS

Multi-cluster EKS architecture provides:

global reliability (no single region failure),

organizational boundaries (teams/accounts/tenants),

compliance-by-design (PCI isolation, audit separation),

scaling across regions and continents,

hybrid deployments (EKS + ECS + on-prem Kubernetes),

controlled migration and rollout environments.

This is the architecture pattern adopted by:

fintech companies,

SaaS platforms,

global online services,

regulated enterprises,

mission-critical systems.

Multi-cluster is the apex of Kubernetes architecture maturity.

Control Plane internals

Node + Pod runtime model

VPC CNI + ENIs + prefixes

Load Balancing (ALB/NLB/Ingress/Services)

Storage (EBS/EFS/Ephemeral)

Autoscaling (HPA/Karpenter/CA)

Security (IAM, RBAC, IRSA, PSA, NetworkPolicies)

Observability (Fluent Bit, Prometheus, X-Ray)

Service Mesh (Envoy + App Mesh control plane)

Multi-cluster federation (Transit Gateway + Route53)

All in one integrated mega-diagram, followed by a deep, multi-section full explanation.

EKS GLOBAL MEGA ARCHITECTURE — SINGLE 
DIAGRAM

 

                        +--------------------------------------------------+
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============================================================================================

========================

                                             AWS GLOBAL USER TRAFFIC LAYER

============================================================================================

========================

                                      +-----------------------------+

                                      |  Route 53 / GlobalAccel     |

                                      |  - Latency routing           |

                                      |  - Failover routing          |

                                      |  - Anycast IPs               |

                                      +---------------+-------------+

                                                      |

                                      (HTTP/L7)        |        (TCP/L4)

                                                      |

                         +----------------------------+----------------------------+

                         |                                                             |

                         v                                                             v

============================================================================================

========================

                                       REGION A – EKS CLUSTER (MULTI-AZ)

============================================================================================

========================

+-------------------------------------------------------------------------------------------

--------------------+

|                                      EKS CONTROL PLANE (AWS-MANAGED VPC)                   

                   |

|  - API Server (AuthZ/AuthN)   - etcd (KMS encrypted)   - Scheduler   - Controllers   - 

Audit Logs             |

|  - PrivateLink endpoint       - IAM Authenticator       - TLS everywhere                   

                |

|                                                                                           

                    |

|  All control plane traffic flows privately via AWS ELB/NLB → PrivateLink → Node kubelet   

                   |

+--------------------------------------------+----------------------------------------------

--------------------+

                                             |

                                             |   PodSpecs, Events, Metrics, Node Heartbeats 

(TLS)

                                             v

============================================================================================

========================

                               CUSTOMER VPC (DATA PLANE) – MULTI-AZ WORKERS + FARGATE

============================================================================================

========================

AZ-A                                          AZ-B                                          

AZ-C

--------------------------------------        --------------------------------------        

--------------------------------------



+-----------------------------+               +-----------------------------+               

+-----------------------------+

| WORKER NODE (EC2)           |               | WORKER NODE (EC2)           |               

| WORKER NODE (EC2)           |

| - kubelet                   |               | - kubelet                   |               

| - kubelet                   |

| - containerd                |               | - containerd                |               

| - containerd                |

| - VPC CNI (ENI, /28 Prefix) |               | - VPC CNI (ENI, /28 Prefix) |               

| - VPC CNI (ENI, /28 Prefix) |

| - kube-proxy                |               | - kube-proxy                |               

| - kube-proxy                |

| - Fluent Bit (logs)         |               | - Fluent Bit (logs)         |               

| - Fluent Bit (logs)         |

+--------+----------+---------+               +--------+----------+---------+               

+--------+----------+---------+

         |          |                                  |          |                         

         |          |

         |          | (ENI Prefix /28 -> 16 Pod IPs)   |          | (VPC Native Networking) 

          |          |

         |          v                                  |          v                         

         |          v

     +---------- PODS WITH VPC IPS (NO OVERLAYS) ----------+      (Cross-node traffic is 

pure VPC routing)

     | +-------------------------+    +-------------------+ |

     | |   App Container         |    | Envoy Sidecar     | |   <--- App Mesh Data Plane 

(mTLS, retries,

     | |   - business logic      |<-->| - inbound/outbound | |        traffic shaping, 

metrics)

     | |   - IRSA-bound role     |    |   proxy           | |

     | +-------------------------+    +-------------------+ |

     |       (Pod IAM Role)                (Mesh Config)    |

     +------------------------------------------------------+

                             |                          |                          |

                             | (ClusterIP / NodePort)  |                          |

                             |                          |                          |

                             v                          v                          v

                     +------------------ SERVICE LAYER (kube-proxy) ----------------------+

                     |  ClusterIP (VIP) → iptables/IPVS → backend pods across AZs        |

                     |  NodePort → opens for L4 LB (NLB)                                 |

                     +-------------------------------------------------------------------+

                                      |                           |

                (L7 HTTP ingress)    |                           |    (L4 TCP/UDP ingress)

                                      v                           v

+------------------------------------------------+     +------------------------------------

------------+



|   AWS LOAD BALANCER CONTROLLER (in-cluster)    |     |        NETWORK LOAD BALANCER (NLB) 

            |

|  - watches Ingress/Service                     |     |  - IP mode → direct to pod VPC IP   

           |

|  - creates ALB/NLB                             |     |  - static IP, ultra-low latency     

           |

|  - manages listeners, target groups            |     |  - node health checks / pod health 

checks      |

+----------------------+-------------------------+     +----------------------+-------------

------------+

                       |                                                       |

                       | (ALB resources auto-provisioned)                      |

                       v                                                       v

            +--------------------------------+                     +------------------------

------+

            | APPLICATION LOAD BALANCER (ALB)|                     | TARGET GROUPS (Pod IPs) 

     |

            | - L7 routing (Host/Path)       |                     | - direct pod 

registration    |

            | - TLS termination              |                     | - health checks         

    |

            +--------------------------------+                     +------------------------

------+

============================================================================================

========================

                                  STORAGE SUBSYSTEM (CSI DRIVERS)

============================================================================================

========================

+----------------------+       +-----------------------+       +---------------------------+

| EBS CSI Driver       |       | EFS CSI Driver        |       | Ephemeral Storage          

|

| - gp3/io2 volumes    |       | - Shared multi-AZ FS  |       | - emptyDir/tmpfs           

|

| - AZ-bound PVs       |       | - RWX access          |       | - node-local NVMe          

|

+----------+-----------+       +-----------+-----------+       +-----------+---------------+

           |                               |                               |

           v                               v                               v

  +------------------+          +--------------------+            +---------------------+

  | Stateful PVs     |          | Shared FileSystem  |            | Per-Pod Temp Space |

  +------------------+          +--------------------+            +---------------------+

============================================================================================

========================

                                   AUTOSCALING LAYER (PODS + NODES)

============================================================================================

========================

                    +----------------------+         +------------------------------------+

                    | HPA (Horizontal Pod) |         |    VPA (Vertical Pod Autoscaler)   |



                    | - CPU/Memory         |         | - Resource tuning recommendations   |

                    | - Custom metrics     |         | - Optional automatic resize         |

                    +----------+-----------+         +------------------------------------+

                               |

                               | Unschedulable Pods

                               v

                 +----------------------------+       +------------------------------+

                 | Cluster Autoscaler (CA)    |       |      Karpenter Provisioner   |

                 | - ASG-based node scaling   |       | - Fast pod-driven provisioning |

                 | - slower, bounded by ASGs  |       | - EC2 Fleet direct API calls   |

                 +----------------------------+       +------------------------------+

                              \                                 /

                               \                               /

                                v                             v

                    +----------------------+    +-----------------------+

                    |  EC2 Managed Node    |    |   EC2 Fleet (Karpenter)|

                    +----------------------+    +-----------------------+

============================================================================================

========================

                                          SECURITY LAYER

============================================================================================

========================

+-------------------------------------------------------------------------------------------

--------------------+

|  IAM (AuthN) → aws-auth (IAM → RBAC groups) → RBAC (AuthZ) → Namespace Policies → Pod 

Security → NetworkPolicies|

+-------------------------------------------------------------------------------------------

--------------------+

|  - IRSA (IAM for Service Accounts) — pod-level AWS credentials                             

                    |

|  - PSA (restricted/baseline/privileged)                                                   

                     |

|  - OPA Gatekeeper / Kyverno (admission controls)                                           

                    |

|  - mTLS (App Mesh)                                                                         

                    |

|  - Security Groups (node/pod ENIs)                                                         

                    |

|  - NACLs / VPC routing                                                                     

                    |

|  - GuardDuty + EKS Runtime Monitoring                                                     

                     |

+-------------------------------------------------------------------------------------------

--------------------+

============================================================================================

========================

                                      OBSERVABILITY & TELEMETRY

============================================================================================

========================



FULL MEGA-DIAGRAM EXPLANATION 
(DETAILED, MULTI-LAYER, 70× DEPTH)

 

Below is the deep-dive explanation of every layer of the mega diagram — from top to bottom — connecting 
all architecture components, how they interact, and why they exist.

1 — Global Traffic + Multi-Region Entry Tier  
This top layer represents how real users enter AWS and reach the cluster:

+------------------+     +-------------------------+       +--------------------------------

+

| Fluent Bit        |     | Prometheus + kube-state |       | OpenTelemetry → AWS X-Ray      

|

| - container logs  |     | - pod/node metrics      |       | - distributed tracing         

  |

| - metadata        |     | - HPA signals           |       | - service maps                 

|

| - CW/S3/OS output |     +-------------------------+       +-------------------------------

-+

+------------------+              |

                                   |

                                   v

                           +----------------------------+

                           | CloudWatch / AMP / Grafana |

                           | Unified dashboards          |

                           +----------------------------+

============================================================================================

========================

                                             MULTI-CLUSTER / GLOBAL

============================================================================================

========================

+-------------------------------------------------------------------------------------------

--------------------+

|  Transit Gateway / Cloud WAN  |  App Mesh Multi-Cluster Federation  |  Route53 Global 

Routing                 |

+-------------------------------------------------------------------------------------------

--------------------+

|      Cross-region cluster-to-cluster mesh + shared identity + shared global services via 

DynamoDB Global/    |

|      Aurora Global + S3 CRR.                                                               

                     |

+-------------------------------------------------------------------------------------------

--------------------+
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Route53 handles DNS-level traffic routing using latency rules, weighted rules, or failover logic.

Global Accelerator provides static anycast IPs with the fastest global edge-to-region path.

Traffic then flows into regional load balancers — ALB (L7) or NLB (L4).

This layer is critical for multi-region architectures, enabling active-active or active-passive setups.

2 — EKS Control Plane (AWS-Managed VPC)  
AWS hosts the control plane in a separate VPC you can’t access.

It includes:

API Server (TLS)

etcd (encrypted with KMS)

Scheduler

Controller Manager

Admission chain

Audit log publisher

Nodes connect privately via PrivateLink, ensuring control traffic never touches the public internet.

3 — Worker Nodes × VPC CNI × Pod 
Networking

 

Each worker node:

runs kubelet (Pod lifecycle)

containerd (container runtime)

VPC CNI (ENI/IPAM)

kube-proxy (service routing)

Fluent Bit (log agent)

The AWS VPC CNI gives every pod a real VPC IP address using:

ENIs

Secondary IPs

/28 prefix delegation

Result:

ZERO overlays

Direct VPC routing

Cloud-native performance

Security Groups work naturally
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VPC Flow Logs can inspect pod traffic

This is one of the biggest differentiators of EKS.

4 — Pod Execution (App Container + Envoy 
Sidecar)

 

Each pod contains:

A. Application container  

Business logic

IRSA-bound AWS IAM role

Calls AWS APIs securely

B. Envoy sidecar (App Mesh)  

mTLS

retries

timeouts

circuit breaking

request metrics

tracing propagation

inter-service routing

Together these form the data plane of the service mesh.

5 — Kubernetes Service Layer (ClusterIP + 
NodePort)

 

ClusterIP = internal VIP for LoadBalancing inside the cluster

NodePort = fixed port on each node, used by NLB or internal routing

kube-proxy implements these using iptables/IPVS rules.

This is the service abstraction that binds pods together into stable endpoints.
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6 — Load Balancing Layer (ALB + NLB + LBC)  
AWS Load Balancer Controller (in cluster)  

Converts Ingress/Service manifests into:

ALB

NLB

Target groups

Listener rules

SG changes

ALB (L7)  

path routing

host-based routing

TLS termination

WebSockets

NLB (L4)  

IP mode → direct pod IP targeting

ultra-low latency

static IP

This is the ingress of the cluster.

7 — Storage Subsystem (CSI)  
EBS CSI  

zonal SSD

for databases, logs, stateful apps

EFS CSI  

shared file system

multi-AZ

RWX
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Ephemeral storage  

node-local SSD

tmpfs / emptyDir

This tier defines data durability, availability, and topology.

8 — Autoscaling Layer (Pods + Nodes)  
Pod autoscaling  

HPA (Horizontal)

VPA (Vertical)

Node autoscaling  

Cluster Autoscaler (ASG)

Karpenter (EC2 Fleet) — best-in-class, fastest

Autoscaling ensures cost-efficiency + elasticity under variable load.

9 — Security Layer (IAM → RBAC → Policies)  
This is the core security stack:

IAM → Authentication

aws-auth → IAM→RBAC mapping

RBAC → Authorization

IRSA → Pod IAM

Pod Security (restricted)

OPA/Kyverno → Admission governance

Security Groups, NACLs, VPC routing

NetworkPolicies → pod-to-pod segmentation

GuardDuty EKS Runtime → threat detection

KMS → secrets & data encryption

This is the strongest part of EKS compared to most Kubernetes platforms.
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10 — Observability Layer  
Fluent Bit  

collects container + node logs

Prometheus / AMP  

pod + node + control plane metrics

X-Ray (via OpenTelemetry)  

distributed tracing

CloudWatch / Grafana  

dashboards

log analytics

alarms

Unified telemetry across logs, metrics, traces.

11 — Multi-Cluster / Global Architecture  
For global applications:

Transit Gateway / Cloud WAN → private cluster interconnect

App Mesh multi-cluster federation

Route53 → regional failover

DynamoDB Global Tables, Aurora Global → global data layer

This enables global microservice platforms with cross-region reliability.
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